PURCHASE ORDER
GENERAL TERMS AND CONDITIONS
CAC BIEU KHOAN VA DIEU KIEN CHUNG
DON DAT HANG

This Purchase Order General Terms and Conditions (“PO GTC”) shall govern and form an integral part of the
PO (as defined below) (PO and PO GTC collectively known as "Agreement") between the entity identified
as ADA in the applicable PO (“ADA”) and the person or entity identified as the Supplier in the PO (“Supplier”).

Céc Diéu Khoan va Piéu Kién Chung Pon Dat Hang nay (“PKVDK DPon Hang’) diéu chinh va cdu thanh mét
phén khéng tach roi ciia Bon Hang (nhw dwoc dinh nghia dwéi ddy) (Pon Hang va PKVDK Pon Hang goi
chung la “Théa Thuan’) gilra phap nhén dwoc xac dinh la ADA trong Bon Hang lién quan (“ADA”) va nguoi
hodc phéap nhan duwoc xac dinh la Nha Cung Cép trong Bon Hang (“Nha Cung Cép”).

The PO shall become a binding contract subject to these PO GTC and shall be deemed to be accepted by
the Supplier during the Term as specified in the PO: (i) by acknowledgement of the PO; or (ii) by the Supplier’s
commencement of delivery or provision of the Goods and Services (including planning) or shipment of the
Goods and Services; or (iii) by other conduct(s) by the Supplier or any of its representatives reasonably
demonstrating their acceptance of the PO, whichever occurs first.

Pon Hang nay sé la mot hop déng rang budc, chiu sw diéu chinh cia BKVDK Pon Hang nay va sé duoc xem
la duoc chép nhan béi Nha Cung Cép trong Thoi Han néu tai Pon Hang: (i) bang céach xac nhan Bon Hang;
hodc (ii) bang viéc Nha Cung Cép bat déu giao hodc cung cdp Hang Héa va Dich Vu (bao gém ca viéc lén
ké hoach) hodc giao Hang Héa va Dich Vu; hodc (iii) béi (cac) hanh vi khac cia Nha Cung Cép hodc bét ky
dai dién nao ctia Nha Cung Cép thé hién mot céach hop ly viéc Nha Cung Cap chdp nhan Pon Hang, tuy
trirong hop nao xay ra trwdec.

1. DEFINITIONS
DINH NGHIA
1.1 Capitalized words used in this PO GTC shall have the meanings ascribed below:

Céc tir viét hoa duoc st dung trong PKVDK Bon Hang nay sé c6 nghia nhw dwoc chi dinh duéi day:

“ADA Information" means all information, reports or data such as diagrams, plans, statistics,
drawings and supporting records or materials (whether in writing, orally, or by any electronic or other
means), which has come into the possession of the Supplier which relate to ADA, member(s) of
ADA’s Affiliate, its customers (including its customers’ customers) or suppliers and shall include but
is not limited to data on the network, formulae, photographs, drawings, specifications, software
programs, samples and any technical, business plans, financial or commercial information relating to
ADA or member(s) of ADA's Affiliate; or any information relating to its business, operations,
processes, plans, intentions, product information, know-how, design rights, trade secrets, market
strategy and opportunities, customer and supplier details and business affairs and any other material
bearing or incorporating any information and documentation relating to ADA or member(s) of ADA's
Affiliate; and any Personal Data which ADA or ADA's Affiliate controls the Processing of or which
comes into the knowledge, possession or control of the Supplier pursuant to the PO.

“Théng Tin ADA" c6 nghia la tat cé théng tin, bao céo hodc di¥ liéu nhu so db, ké hoach, sé liéu
théng ké, ban vé va hé so hodc tai liéu hé tro (du bdng vén ban, Ioi néi hodc bang bét ky phuong tién
dién tir hodc phuong tién nao khac) duoc Nha Cung Cép chiém hiu ma lién quan dén ADA, (céc)
thanh vién cua Bén Lién Két cua ADA, khéach hang caa ADA (bao gbém cé khach hang cua nhitng
khach hang d6) hodc nha cung cép va sé bao gébm nhung khéng gioi han, di liéu trén mang, cong
thire, dnh, bén vé, thong sé ky thuét, chuong trinh phdn mém, méu va bét ky ké hoach ky thuét, kinh
doanh, thong tin tai chinh hodc thuong mai nao lién quan dén ADA hodc (céc) thanh vién cua Bén
Lién Két ciia ADA; hodc bét ky thong tin nao lién quan den cong viéc kinh doanh, hoat dong, quy
trinh, ké hoach, y dinh, théng tin sén pham bi quyét, quyén thiét ké, bi méat thwong mai , ch/en lwoc
va co hdi thj trirong, théng tin chi tiét vé khach hang va nha cung cép ciing nhw céc van dé kinh
doanh va bét ky tai liéu nao khéc chira hodc két hop bat ky théng tin va tai liéu nao lién quan dén
ADA hodc (céc) thanh vién cta Bén Lién Két cia ADA; va bat ky Di Liéu Ca Nhdn ma ADA hoéc
Bén Lién Két cia ADA kiém soét viéc Xt Ly hodc Di¥ Liéu Cé Nhdn ma Nha Cung Cép biét duorc,
chiém hiu hodc kiém soét theo Pon Hang nay.

“ADA Data" includes, but is not limited to, the data, text, drawings, diagrams, plans, statistics or
images (together with any database made up of any of these) which are embodied in any electronic,
magnetic, electromagnetic, optical, tangible or other media which are supplied to the Supplier by or
on behalf of ADA or any other member(s) of ADA’s Affiliate; or which the Supplier accesses,
processes, stores, transmits or replicates using or on ADA’s systems or equipment pursuant to the
PO; or which the Supplier has custody or control of for purposes connected to the PO, including any



Personal Data which ADA or any other member(s) of ADA's Affiliate controls the Processing of or
which comes into the knowledge, possession or control of the Supplier pursuant to the PO.

“Dib Liéu ADA" bao gébm nhung khéng gi¢i han di liéu, vén bén, ban vé, so do, ké hoach, sé ligu
théng ké hodc hinh &nh (cung véi bét ky co s& di¥ liéu nao duoc tao thanh tir bat ky dir liéu, van ban,
ban vé, so db, ké hoach, sé liéu thong ké hodc hinh énh néu trén) duwoc thé hién trong bat ky phuong
tién dién t, tor tinh, dién ter, quang hoc, hiku hinh hodc cac phuwong tién khac dwoc cung cép cho
Nha Cung Cép béi hodc dai dién cho ADA hodc bét ky (cac) thanh vién nao khac ctua Bén Lién Két
clia ADA; hodc phuong tién ma Nha Cung Cép truy cép, xi ly, lwu trik, truyén hodc sao chép, bdng
céch str dung hodc, trén céc hé théng hodc thiét bj cia ADA theo Pon Hang; hodc phuong tién ma
Nha Cung Cép cé quyén lwu gitk hodc kiém soét cho céc muc dich lién quan dén Pon Hang, bao
g6m moi Di¥ Liéu C4 Nhdn ma ADA hodc bét ky (céc) thanh vién nao khac cla Bén Lién Két cia
ADA kiém soét viéc Xt Ly hodc D@ Liéu Ca4 Nhan ma Nha Cung Cép biét duoc, sé hitu hodc kiém
soat theo Don Hang.

"ADA Group" means ADA and its Affiliates and associated companies.
"Tap Doan ADA" c6 nghia la ADA va céac Bén Lién Két va céc cong ty lién két cia ADA.

"ADA Systems" means the hardware (including computer hardware), software and
telecommunications or information technology equipment, systems and networks used or owned by
ADA or any other member(s) of ADA’s Affiliate or licensed to ADA or any other member(s) of ADA’s
Affiliate by a third party.

"Hé Théng ADA" c6 nghia la phén ciing (bao gém cd phan clrng may tinh), phdn mém va thiét bi,
hé théng va mang vién théng hodc céng nghé théng tin, hé théng va mang duoc st dung hodc sé&
hiu b&i ADA hodc bét ky (céc) thanh vién khac cua Tédp Boan ADA hodc duoc mét bén thir ba cép
phép cho ADA hodc bét ky (cac) thanh vién khéc ctua Tap Doan ADA.

“Affiliate” means, as to an entity, any other entity directly or indirectly controlling, controlled by, or
under common control with, such entity.

"Bén Lién Két" c6 nghia Ia, lién quan dén mét bén, bat ky cong ty ma, truc tiép hay gian triép, kiém
soat bén do, hodc duwoc kiém soat béi bén do6, hodc dat dwdi sw kiém soat chung véi bén do.

“Applicable Laws” means with respect to any person or thing, any supranational, national, state,
provincial, municipal or local law, common law, regulation, directive, guideline, constitution, act of
parliament, ordinance, treaty, convention, by-law, circular, guidance, notice, codes, rule (including
the rules of any applicable stock exchange), order, injunction, judgment, decree, arbitral award,
ruling, finding or other similar requirement enacted, adopted, promulgated or applied by an Authority,
including any amendments, re-enactment or replacement of it, that has the force of law with respect
to such person or thing in any relevant jurisdiction.

“Luat Ap Dung” c6 nghia la, déi véi bét ky ngudi ndo hodc sw vat nao, bat ky luét clia siéu quéc gia,
qudc gia, tiéu bang, tinh, thanh phé trurc thudce trung wong hoéc dia phwong, théng luat, quy dinh, chi
thi, hwéng dan, hién phap, dao luat ctia nghi vién, phap 1énh, hiép wéc, céng wéc, luét 18, théng tuw,
chi dao, théng béo, bo luat, quy tac (bao gébm cé céc quy téc clia bét ky san giao dich chirng khoan
ap dung nao), Iénh, Iénh cdm, phén quyét, nghi dinh, phan quyét trong tai, quyét dinh, phat hién hodc
yéu céu tuong tw khéc do Co Quan Cé6 Tham Quyén ban hanh, théng qua, céng bé hodc ap dung,
bao gém cé béat ky céc stra dbi, tai ban hanh hodc thay thé céc vén ban nay, ¢ hiéu lwc phap ly doi
vOi ngwoi hodc véat doé & bt ky khu vire tai phan nao co lién quan.

“Authority” includes any supranational, national, state, municipal or local government, governmental,
semi-governmental, inter-governmental, regulatory, judicial or quasi-judicial body, agency,
department, entity or authority, stock exchange or self-regulatory organisation established under
statute and shall include persons exercising executive, legislative, judicial, regulatory or
administrative functions of or pertaining to government.

“Co’ Quan C6 Tham Quyén” bao gbm moi co quan siéu quéc gia, quéc gia, tiéu bang, thanh phé
hodc chinh quyén dja phuong, chinh phu ban chinh phda, lién chinh pha, co quan quan ly, tw phap
hodc ban tw phap, co quan, b6 phan, té chirc hodc co quan c6 tham quyén, san giao dich ching
khoén hodc té chirc tw quén ly duoc thanh Iap theo luét va sé bao gom nhing nguoi thuc hién cac
chirc ndng hanh phap, 1ap phap, tw phap, quan ly hodc hanh chinh cta hodéc lién quan dén chinh
pha.

“Business Day” means means any day of the week (excluding weekends and public holidays) on
which commercial banks are open for business in the territory where ADA corporate entity domiciles
in.

“Ngay Lam Viéc” nghia la bat ky ngay nao trong tuén (khéng bao gébm cubi tuén va ngay 18) ma céc
ngén hang thuong mai mé cira hoat dong kinh doanh trén lanh thé noi ADA dét tru sé.



"Best Industry Practice" means, in relation to any undertaking and any circumstances, the exercise
of the degree of skill, care, diligence, prudence, foresight and judgement which could reasonably be
expected from highly skilled, experienced persons, entities and world leading suppliers and
contractors engaged in comparable types of undertaking under similar circumstances, applying
equivalent or better standards currently applied in the industry relevant to the Goods and Services
being provided or delivered and any other products, works and services that may become available
to ensure, without limitation, the objectives and obligations identified in this Agreement are achieved
and performed that include best practices and value in respect of price, performance and time to
market.

"Thwec Tién Nganh Tét Nhat" cé nghia 13, lién quan dén bat ky cam két nao va bét ky truong hop
nao, viéc thuc hién véi mire do ky nang, sw cén than, cham chi, than trong, tdm nhin xa va phén doan
ma cé thé duroc mong doi mét céach hop ly tir nhitng ngudi, chii thé cé tay nghé cao, giau kinh nghiém,
céc nha cung cap va céc nha thdu hang déu thé gi6i khi ho tham gia vao céc loai céng viéc co thé
déanh gia duwoc trong cac hoan cénh tuong tw, 4p dung céc tiéu chuan tuong duong hodc tét hon cac
tiéu chuén hién dang dwoc &p dung trong nganh lién quan dén Hang Hoéa va Dich Vu va bét ky sén
phém, céng trinh va dich vu nao khéac cé thé sén cé dé dam bado, nhung khéng gidi han, viéc dat
duroc va thuc hién cac muc tiéu va nghia vu da xac dinh trong Théa Thuén nay, va bao gébm céc
théng 16 va gié tri tét nhét vé gia ca, hiéu suét va thoi gian dwa ra thj truong.

"Confidential Information" means all information, reports or data such as diagrams, plans, statistics,
drawings and supporting records or materials (whether in writing, orally, or by any electronic or other
means), which has come into the possession of the Supplier before, on or after the Term which relate
to member(s) of ADA Group, its customers (including its customers’ customers) or suppliers and shall
include but is not limited to:

"Théng Tin Bi Mat" nghia Ia tat ca théng tin, béo cdo hodc di¥ liéu nhuw so db, ké hoach, sé liéu théng
ké, ban vé va hé so hodc tai liéu hé tror (du bdng vén ban, 167 néi hay bang béat ky phuwong tién dién
t&r hodc phuong tién nao khéc) duoc Nha Cung Cép chiém hitu trude, trong hodc sau Thoi Han lién
quan dén (céc) thanh vién cta Tap Poan ADA, khéch hang cta Tap Poan (bao gbm cd khéch hang
clia nhiing khach hang dé) hodc nha cung cép va sé bao gém nhung khéng giéi han:

a) data on the network, formulae, photographs, drawings, specifications, software programs,
samples and any technical, business plans, financial or commercial information relating to
member(s) of ADA Group; or

dir ligu & trén mang, cong thirc, anh, ban vé, théng sé ky thuét, chuong trinh phdn mém,
mau thqu va bat ky ké hoach ky thuat, kinh doanh, théng tin tai chinh hodc thwong mai lién
quan dén (céc) thanh vién cta Tédp DBoan ADA; hoac

b) any information relating to its business, operations, processes, plans, intentions, product
information, know-how, design rights, trade secrets, market strategy and opportunities,
customer and supplier details and business affairs and any other material bearing or
incorporating any information and documentation relating to member(s) of ADA Group; and

moi thdng tin lién quan dén hoat dong kinh doanh, hoat déng, quy trinh, ké hoach, y dinh,
thong tin san pham, bi quyét, quyen thiét ke, bi mat kinh doanh, chién lwoc va co hji thi
truong, chi tiét vé khach hang va nha cung cap ciing nhw cac van dé kinh doanh cua (cac)
thanh vién dé va bat ky tai liéu nao khac mang hoac két hop bat ky théng tin va tai liéu nao
lién quan dén (cac) thanh vién cda Tap Poan ADA; va

c) any Personal Data which ADA or any other member(s) of ADA Group controls the Processing
of or which comes into the knowledge, possession or control of the Supplier pursuant to this
Agreement.
béat ky D& Ligu Ca Nhan nao ma ADA hodc bét ky (cac) thanh vién nao khac cua Tap Boan
AQA kiém soat Viéc Xt Ly hodc D Liéu Ca Nhdn ma Céng Ty biét duwoc, chiém hivu hodc
kiém soat theo Théa Thuan nay.

"Data Protection Law " means all Applicable Laws, policies and regulations relating to the collecting

and processing of personal data and privacy in effect from time to time.

"Ludt Bao Vé D Liéu" nghia la tét ca cac Luat Ap Dung, chinh sach va quy dinh hién hanh lién

quan dén viéc thu thap va x& ly di¥ liéu ca nhan va quyén riéng tw c6 hiéu e vao tieng thoi diém.

“Data Subject” means an individual who is the subject of the Personal Data.

“Chu Thé Dir Liéu” c6 nghia la mot cé nhan la chd thé cua Dir Liéu Cé Nhén.

“‘Deliverable” or “Deliverables”: all work products (including data and in any media) developed

and/or supplied by Supplier (or Supplier’s approved subcontractor) for ADA as part of the delivery of
Goods, Services, including Intellectual Property Rights in connection with the PO. Deliverable(s) are



“work made for hire” as that term is defined under copyright law.

“Giao Pham” hodc “Cédc Giao Pham’: toan b6 sdn pham céng viéc (bao gém di liéu va duéi moi
hinh thire) duoc phét trién va/hodc cung cp béi Nha Cung Cép (hodc nha thau phu duoc phé duyét
ctia Nha Cung Cép) cho ADA nhw mét phén cia viéc cung cép Hang Héa, Dich Vu, bao gém ca cac
Quyén Sé& Hiru Tri Tué lién quan dén Pon Hang. Giao Pham duoc xem la “tac phdm duoc thué thuc
hién” theo dinh nghia cta luét ban quyén.

“Fees” means the amount ADA is required to pay under the relevant PO to the Supplier, which may
include but shall not be limited to, any applicable taxes.

“Phi” c6 nghia la sé tién ADA phai thanh toan theo Bon Hang lién quan cho Nha Cung Cép, va c6
thé bao gébm nhung khéng gi6i han bat ky khodn thué nao duoc &p dung.

“Goods and Services” means tangible and intangible goods and services, including but not limited
to content, creatives, software, services, tools, peripherals, spare parts, Licensed Data, and any
related software and documentation specified in the PO.

‘Hang Héa va Dich Vu” c6 nghia la hang héa va dich vu hiru hinh va vé hinh, bao gém nhung khéng
gi¢i han péi dung, sang tao, Qhén mé‘m, djph vu, cbng cu, thiét bi ngoai vi, phu tung thay thé, Di¥ Liéu
Duwoc Cap Phép ciing nhw bat ky phan mém va tai liéu lién quan nao dwoc chi dinh trong Don Hang.

“Intellectual Property Rights” means patents, rights to inventions, copyright and related rights,
trade marks, business names and domain names, moral rights, rights in get-up, goodwill and the right
to sue for passing off, rights in designs, database rights, rights to use and protect the confidentiality
of, confidential information (including know-how), and all other intellectual property rights, in each
case whether registered or unregistered and including all applications and rights to apply for and be
granted, renewals or extensions of, and rights to claim priority from, such rights and all similar or
equivalent rights or forms of protection which subsist or will subsist now or in the future in any part of
the world.

“Quyen S& Hiru Tri Tué” c6 nghia la bdng sang ché, quyen dOI voi phat minh, quyén téc gia va
quyén lién quan, nhan hiéu, tén doanh nghiép va tén mién, quyen nhan thén, quyen thanh lap, loi thé
thuong mai va quyen khdi kién gian lan, quyén dbi véi thiét ké, co sé& di lidu, quyen str dung va bao
vé tinh bdo mét cua théng tin bi mat (bao gém ca bi quyét), va tat ca cac quyén so hiw tri tué khac,
du da dang ky hay chwa dang ky trong tirng trwo’ng hop, va bao gbm tét ca cac don déng ky va quyén
dang ky va duoc cép cac quyén do va tét ca cac quyén tuong tw hay twong duong hodc hinh thire
béo ho, _gia han cac quyen dé va tat ca cac quyen twong tw hay twong dwong hoac hinh thirc béo hé,
va quyén yéu cau quyén wu tién déi véi cac quyen dé va tat ca cac quyén tuvong tw hay twong dwong
hod&c hinh thirc bdo ho, ma dang tén tai hodc sé ton tai & bat ky noi nao trén thé gidi.

"Malware™ means anything, software or device which may impair or otherwise adversely affect the
operation of any computer or system, prevent or hinder access to any program or data (whether by
rearranging within the computer or any storage medium or device, altering or erasing, the program
or data in whole or in part, or otherwise), gain unauthorised access to any program, equipment,
system or data or collect data or surveillance without authorisation, including worms, trojan horses,
computer viruses, ransomware, spyware or similar things.

"Phédn Mém Déc Hai" c6 nghia la bét ky vat, phadn mém hodéc thiét bi nao cé thé lam suy yéu hodc
anh huéng tiéu cuc dén hoat dong cua bat ky may tinh hodc hé théng nao, ngdn can hodc can tré
quyén truy cap vao bét ky chuong trinh hodc di¥ liéu nao (cho du bang cach sdp xép lai bén trong
méy tinh hodc bét ky phuong tién luu trik hodc thiét bi nao, thay déi hodc xda, toan b hodc mét phén
chwong trinh hodc dir liéu hodc cach khac), truy cap trai phép vao bét ky chuwong trinh, thiét bj, hé
théng hodc di¥ liéu nao, hodc thu thap di liéu hodc giam sét trai phép, bao gém sau may tinh, Trojan
horses, virus méy tinh, phdn mém téng tién, phadn mém gian diép hodc tuong tu.

“Parties” means collectively ADA and the Supplier, whereas the term “Party” shall mean any of them.

“Céc Bén” co nghia la ADA va Nha Cung Cép, trong khi thuat ngir “Bén” c6 nghia la bat ky bén nao

trong sé do.

"Personnel" means all employees, agents, suppliers, contractors and other representatives of such
Party (or its subcontractors) who are involved, or proposed to be involved, in the provision of Goods
and Services.

"Nhén Su" cc? nghia la tat ca nhan vién, dai ly, nha cung cép, nhlé thau va dai dién khac CL’Ial Bén do
(hodc nha thau phu ctia Bén do) co lién quan hodc dwoc dé xuat tham gia vao viéc cung cap Hang
Hoa va Dich Vu.

“Personal Data” means personal data, personal information or data relating to individuals.

“Dir Liéu Ca Nhan’ nghia la di¥ liéu cé nhan, théng tin ca nhan hodc dif liéu lién quan dén cé nhén.



“Process” or “Processing” means collecting, recording, holding or storing Personal Data or
carrying out any operation or set of operations on Personal Data, including (a) the organization,
adaptation or alteration of Personal Data; (b) the retrieval, consultation or use of Personal Data; (c)
the disclosure of Personal Data by transmission, transfer, dissemination or otherwise making
available; or (d) the alignment, combination, correction, erasure or destruction of Personal Data.

“Xwr Ly” hodc “Viéc Xt Ly” nghia la thu thép, ghi lai, lwu gilk hodc Iwu trik D Liéu Ca Nhén hoéc thurc
hién bat ky hoat déng hodc tap hop cac hoat dong nao déi véi Dir Liéu Cé Nhéan, bao gém (a) viéc to
chire, diéu chinh hodc thay déi DI Liéu Ca Nhén; (b) viéc truy xuét, tw van hodc str dung Di¥ Liéu C4
Nhén; (c) viéc tiét 16 Di¥ Liéu C4 Nhan bang céch truyén, chuyén giao, phé bién hodc hinh thirc cung
cép théng tin khac; hodc (d) lién két, két hop, chinh sira, xéa hodc hdy D Liéu Cé Nhén.

“Purchase Order” or “PO” means a mutually agreed Purchaser Order incorporating this PO GTC.

“Don Pat Hang” hodc “Pon Hang” c6 nghia la Pon P&t Hang duwoc Céc Bén théng nhat két hop voi
DKVDBK BPon Hang nay.

“Sanction(s)” refers to the measures imposed by Authority to restrict trade, financial transactions, or
other economic activities with a specific country, entity, or individual. Types of sanctions may include
financial sanctions, trade sanctions, embargo and diplomatic sanctions.

“Lénh Trirng Phat’ c6 nghia la cac bién phép do Co Quan C6 Thdm Quyén ban hanh nham han ché
thuong mai, giao dich tai chinh hodc céc hoat déng kinh té khéc véi mét quéc gia, té chirc hodc cé
nhan cu thé. Céc loai Iénh trirmg phat cé thé bao gém lénh trimg phat tai chinh, 1énh trirng phat
thuong mai, Iénh cdm vén va lénh trirmg phat ngoai giao.

“Sanctions Laws” means Applicable Laws relating to Sanctions, which may include the following
Sanctions lists:

“Ludt Vé Lénh Trirng Phat” co nghia la cac Luéat Ap Dung lién quan dén Lénh Trirng Phat, co thé
bao gbm cac danh sach cac Lénh Trirng Phat sau:

(a) the United Nations Security Council (UNSC) Sanctions Lists, or its equivalent;
danh séch trimg phat ctia H6i Bdng Bdo An Lién Hop Quéc hodc danh séch tuong duong;

(b) the consolidated list of persons, groups and entities subject to EU financial sanctions, or its
equivalent;

danh séch téng hop cac ca nhan, nhém va té chirc thuéc doi twong bi dp dung Iénh trimg
phat tai chinh cda Lién Minh Chdu Au (EU) hodc danh sach twong duong;

(c) the Specially Designated Nationals and Blocked Persons List (SDN)) issued by the U.S.
Department of the Treasury’s OFAC, or its equivalent;

danh sach céc ca nhén va té6 chire dwoc chi dinh dac biét va bi phong téa tai san do Van
Phong Kiém Soat Tai San Nwéc Ngoai thudéc B¢ Ngén Khé Hoa Ky ban hanh, hodc danh
sach twong duong;

(d) the financial sanctions list issued by the Office of Financial Sanctions Implementation, HM
Treasury, or its equivalent;

danh sach trirng phat,téi chinh do Van Phong Thwc Thi Lénh Trirng Phat Tai Chinh thudc Bd
Tai Chinh Vwrong Qudc Anh ban hanh, hoac danh sach twong dwong;

(e) the sanctions list(s) issued by the Financial Action Task Force (FATF), or its equivalent;

danh sach trirng phat do Lwc Luong Bac Nhiém Hanh Ddng Tai Chinh (FATF) ban hanh,
hoéc danh sach twong dwong;

(f) the sanction list(s) issued by the Ministry of Investment, Trade and Industry of Malaysia
pursuant to the Strategic Trade Act of 2010, or its equivalent;

danh sach tring phat do B Péu Tw, Thuong Mai va Céng Nghiép Malaysia ban hanh theo
Dao Luéat Thwrong Mai Chién Lwroc nam 2010, hodc danh sach twong duong;

(9) the restriction list(s) issued by the Central Bank of Malaysia, or its equivalent;
danh séch han ché do Ngan Hang Trung Uong Malaysia ban hanh, hodc danh séch tuong
duong;

(h) the list(s) of restricted persons issued by the Ministry of Home Affairs of Malaysia, or its

equivalent; and

danh séch céc ca nhan bi han ché do B6 N6i Vu Malaysia ban hanh, hoac danh sach twong
duwong; va
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(i the sanctions list(s) issued by the relevant Authority.
danh séch trirmg phat do Co Quan C6 Tham Quyén lién quan ban hanh.

“Sanctioned Person” means any individual, company, entity or organisation that is subject to
Sanctions imposed by the relevant Authority;

“Nguwoi Bj Trieng Phat” c6 nghia la bat ky ca nhén, cong ty, phap nhan hodc té chirc nao thuée doi
twong bi ap dung Lénh Trirng Phat do Co Quan C6 Tham Quyén ban hanh.

“Sanctions Requisite Approval for Payment’ means the prior written approval for payment given
and approved by the Authority in accordance with the Sanctions Laws, or its equivalent;

“Phé Duyét Bat Bugc Vé Lénh Trirng Phat Cho Viéc Thanh Toédn” co nghia la sw chap thuan bang
van ban trwdc khi thanh toan dwoc cap va phé duyét béi Co Quan C6 Tham Quyén theo quy dinh
cla Luét Vé Lénh Trirng Phat, hodc twong duong.

“Sub-Processor”’ means any party appointed by, or on behalf of, the Supplier to Process Personal
Data in connection with the PO.

“Bén Xtr Ly Phu” c6 nghia la pét ky bén nao dworc chi dinh béi hodc thay mat Nha Cung Cép Xt Ly
D Liéu Ca Nhan lién quan dén bBon Hang nay.

“Term” means the Term of the Purchase Order specified in the PO.
“Thoi Han” c6 nghia la Thoi Han cua Don Déat Hang duwoc chi dinh trong Don Hang.

"Timelines" means the implementation plan for the delivery of the Goods and Services to ADA as
set out in the PO.

"Thoi Gian Biéu" nghia la ké hoach thuc hién viéc giao Hang Héa va Dich Vu cho ADA nhw duoc
néu trong Bon Hang.

DELIVERY, TRANSPORTATION AND SHIPPING
GIAO HANG VA VAN CHUYEN

Delivery, Transportation, Shipping. The Supplier shall: (a) ensure the Goods and Services are
suitably packed to avoid damage in transit or in storage, marked, transmitted, delivered or shipped in
accordance with ADA’s requirements and all applicable laws or regulations; and (b) not charge for
any costs relating to handling, packaging, storage or transportation (including duties, taxes, fees,
etc.) unless otherwise expressly stated in the PO. The Supplier shall include the delivery order, bills
of lading or other shipping receipts with the correct classification and identification of the Goods and
Services, which shall be delivered or shipped in accordance with the requirements as set out by ADA
and the relevant authorities. The identification markings on each package of the Goods and Services
including the packing slips, delivery order, bills of lading and invoices must be sufficiently clear to
enable ADA to identify the Goods and Services.

Giao Hang, Van Chuyén. Nha Cung Cép sé: (a) ddm bdo Hang Hoéa va Dich Vu duoc déng géi phu
hop dé tranh hw hdng trong qua trinh van chuyén hodc lwu kho, dugc danh dau, truyén, giao hodc
van chuyén theo yéu cau ctia ADA va tét ca céc luat hodc quy dinh &p dung; va (b) khong tinh bat ky
chi phi nao lién quan dén viéc xtr ly, déng géi, luu kho hodc vén chuyén (bao gom ca thué quan,
thué, phi, v.v.) trte khi c6 quy dinh ré rang khac trong Pon Hang. Nha Cung Cép phai dinh kém phiéu
giao hang, van don hodc bién lai van chuyén khéac cung véi phéan loai va nhén dang chinh xac Hang
Héa va Dich Vu ma sé dwoc giao hodc van chuyén theo céac yéu céu do ADA va céc co quan co
thédm quyen lién quan quy dinh. Cac dau hiéu nhan dang trén méi g6i Hang Héa va Dich Vu bao gém
cé phiéu déng géi, phiéu giao hang, van don va héa don phai du ré rang dé ADA cé thé xéc dinh
Hang Hda va Dich Vu.

Notwithstanding clause 2.1, ADA may reject the Goods and Services, if they are defective and not in
accordance with ADA’s requirement under the PO or are reasonably believed to be counterfeit and
such rejected Goods and Services shall be removed by the Supplier at the instruction of ADA.

Bét ké Khoén 2.1, ADA cé thé ttr chbi Hang Hoéa va Dich Vu néu chung bi 16i va khéng phu hop véi
yéu cau cua ADA theo Bon Hang hoac co ly do hop ly dé cho rang Hang Hoa va Dich Vy do la hang
gia, va Hang Héa va Dich Vu bij tir chéi dé sé duwoc Nha Cung Cap loai bé theo hudng dan cua ADA.

Delivery. Deliveries will be made in the manner, on the dates, and at the time specified in the PO or
in accordance with any subsequent written instructions by ADA. Time is of the essence for all
deliveries. ADA will not be required to pay for or accept any Goods and Services that do not meet,
fulfil or comply with, the requirements of the PO and the PO GTC. In the event the Supplier is unable
to comply with the delivery date as specified in the PO, the Supplier shall notify ADA not less than 2
Business Days before such delivery date, and ADA may purchase replacements elsewhere, and the
Supplier shall be liable for the actual costs incurred by ADA.
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Giao Hang. Viéc giao hang sé dworc thue hién theo céach thire, vao ngay va gio dwoc chi dinh trong
Pon Hang hodc theo bat ky huwdng dan bang van ban nao sau dé cua ADA. Thoi gian la diéu cot yéu
déi véi moi hoat dong giao hang. ADA sé khdng bj budc phéi thanh toan hodc chép nhan bét ky Hang
Héa va Dich Vu nao khéng dap (rng, hoan tat hodc tuén thi céc diéu kién ctua Pon Hang va PKVHDK
Pon Hang. Trong trirong hop Nha Cung Cép khéng thé tuén thd ngay giao hang nhw duwoc chi dinh
trong Bon Hang, Nha Cung Cép phéi théng bao cho ADA khéng it hon 2 Ngay Lam Viéc truéc ngay
giao hang. va ADA c¢6 thé mua hang thay thé & noi khéc va Nha Cung Cép phaéi chju trach nhiém cho
céc chi phi thuc té phét sinh cho ADA.

Title and Risk. Title to the Goods and Services shall pass to ADA upon full payment of the PO value.
The risk of damage, or loss of, the Goods and Services shall remain with the Supplier until the Goods
and Services have been inspected and accepted by ADA in writing.

Quyén S& Hiru va Rui ro. Quyén sé hiru déi véi Hang Hoa va Dich Vu sé duwoc chuyén giao cho
ADA sau khi gia tri Pon Hang duwoc thanh toén day du. Rai ro hw héng hodc mét mat déi véi Hang
Héa va Dijch Vu sé vén thuéc vé Nha Cung Cép cho dén khi Hang Héa va Dich Vu duoc ADA kiém
tra va chdp nhén bang van bén.

Quality. The Goods and Services shall be valid, functional, marketable, and free from any faults and
defects, failing which, ADA may elect to either reject any such Goods and Services without any liability
whatsoever to the Supplier, or, to require the Supplier to replace, repair or make good any faults,
defects or non-conformance with stated specifications and requirements, at its own cost and
expense.

Chéat Lwong. Hang Héa va Dich Vu phéi hop 16, hoat dong tét, cé kha néng thuong mai va khéng
duoc cé bét ky 16i va khiém khuyét nao; nguoc lai, ADA cé thé chon tir chbi bat ky Hang Hoéa va Dich
Vu bj 16i hay khiém khuyét ma khéng phai chiu béat ky trach nhiém nao dbi véi Nha Cung Cép, hodc
yéu cadu Nha Cung Cép, bang chi phi ciia Nha Cung Cép, thay thé, stra chira hodc hoan thién béat ky
16i, khiém khuyét hodc sw khéng phu hop véi céc théng sb ky thuét va yéu cau da quy dinh.

GENERAL GOODS AND SERVICE REQUIREMENTS
YEU CAU CHUNG VE HANG HOA VA DICH VU

The Supplier shall:

Nha Cung Cép phai:

a) perform the Services in accordance with the PO, including any specifications as may be
required by ADA.

thue hién Dich Vu theo Bon Hang, bao gém moi théng sé ki thuat ma ADA cé thé yéu céu.
b) The Supplier must, in accordance with PO:
Nha Cung Cép phéi, theo Bon Hang:

i. deliver the Goods and Services to ADA in compliance with ADA’s specifications and
requirements and shall ensure the services is successfully installed, completed,
integrated and well operate as stated in the PO. In the absence of such specifications
and in all cases other than the supply of services, the Goods and Services shall meet
the manufacturers' prevailing published specifications;

cung cdp Hang Héa va Dich Vu cho ADA theo céc théng sé ky thuét va yéu céu cua
ADA va phai dam bao cac djch vu duwgrc cai dat, hoan thién, tich hop thanh céng va
van hanh tét nhw da néu trong Bon Hang. Trong truong hop khéng cé cac théng sé
ky thuat dé va trong moi truong hop khéng phéi la cung cép dich vu, Hang Héa va
Dich Vu phai dap tng cac théng s6 ky thuét hién hanh da duwoc céng bb cia nha
san xuat;

ii. perform all the and any other relevant tasks set out in the PO; and
thuc hién tét cé va bat ky cong viéc lién quan nao khéc nhw néu trong Pon Hang; va

iii. perform any other activities or tasks reasonably incidental to or directly connected
with the obligations of the Supplier under the PO which are not expressly stated.

thue hién bét ky hoat déng hodc céng viéc nao khac ngéu nhién hodc lién quan truc
tiép dén cac nghia vu ctia Nha Cung Céap theo Don Hang ma khéng duoc néu mét
cach ré rang.

c) Without limiting any other obligation imposed on the Supplier under the PO, the Supplier
must:
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Khéng gi¢i han bat ky nghia vu nao khéc ctia Nha Cung Cép theo Bon Hang, Nha Cung Cap

phai:

i. supply the Goods and Services and perform its other obligations under the PO, in a
timely, diligent and competent manner, and with all due skill and care;
cung cép Hang Héa va Dich Vu cing nhw thuc hién cézc ngth vu khac cua min[:
theo Don Hang, mét cach kip thoi, siéng nang va co tham quyén, clng nhw voi tat
ca ky nédng va s can trong phu hop;

ii. supply and deliver the Goods and Services under the PO;
cung cép va giao Hang Héa va Dich Vu theo Pon Hang;

iii. provide, manage and maintain sufficient resources, including human resources,
equipment and facilities, to enable it to fulfil its obligations under the PO;
cung cép, quan ly va duy tri di nguon lurc, bao gom ca nhan luc, thiét bj va co s¢ vét
chét, giup Nha Cung Cép thuc hién cac nghia vu ctia minh theo Don Hang;

iv. not adversely interfere with ADA’s business;
khéng can thiép bét loi vao hoat déng kinh doanh clia ADA;

V. comply with all reasonable directions given by ADA from time to time in connection
with the Goods and Services;
tuan tha tat ca cac huong ddn hop Iy do ADA dura ra vao tirng thoi diém lién quan
dén Hang Héa va Dich Vu;

vi. provide such other services as are necessary for, or reasonably incidental or

collateral to, the performance of its obligations under the PO.

cung cép céc dich vu khac cén thiét cho, hodc phat sinh hop ly hodc bé sung cho,
viéc thuwre hién cac nghia vu cua minh theo Bon Hang.

The Supplier in the course of providing Goods and Services to ADA shall ensure its Personnel are:

Nha Cung Cép trong qua trinh cung cédp Hang Héa va Dich Vu cho ADA phai dam bdo Nhéan Sw cla
minh:

a) highly qualified, certified, efficient, competent and experienced professionals capable of
carrying the roles, duties and responsibilities of the Supplier for the purpose of executing the
PO:

la ,céc ch,uyén gia co trinh dé cao, dwoc ching nhén, hiéu qua, cé ndng Iq’c va ((inh nghiém
dé co thé thure hién céac vai tro, nhiém vu va trach nhiém cta Nha Cung Cap nham muc dich
thue hién bon Hang;

b) the Personnel shall devote all the time and attention to the performance of their work in
relation to the providing the PO during the Term;

sé danh toan b thoi gian va sw chu 'y dé thurc hién céng viéc cta ho lién quan dén viéc cung
cap Pon Hang trong Thoi Han;

c) the Personnel shall exercise all care, skill and diligence in the performance of carrying out
their obligations under the PO according to Best Industry Practice.

sé thuc hién tat ca sw quan tam, ky nang va sw siéng nang trong viéc thuc hién cac nghia vu
cla ho theo Bon Hang theo Thuwec Tién Nganh Tét Nhat.

Notwithstanding the aforementioned and anything stated to the contrary herein, the Supplier shall be
fully responsible for the acts, omissions, defaults and neglect of the Personnel regardless of whether
the Supplier has knowledge of the same.

Bat ké nhiing diéu da noi & trén va bat ky diéu gi duoc néu nguoc lai trong tai liéu nay, Nha Cung
Cap sé hoan ,toén ch,{u tr‘a'ich‘nhiém vé cac hanh vi, thiéu sét, sai sot va so suat ciia Nhan Sw bat ké
Nha Cung Céap c6 biét vé diéu dé hay khéng.

Where ADA requires the Supplier to replace the services of any of the Personnel for any reasons
whatsoever, ADA shall notify the Supplier accordingly in writing and the Supplier shall replace such
Personnel of equivalent or requisite or higher skill, qualification, capability and experience. Any
replacement of Personnel as may be requested by ADA shall be at the cost and expense of the
Supplier and the Supplier shall ensure the replacement process would not disrupt or cause delays.
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Trong trurong hop ADA yéu cdu Nha Cung Cép thay thé dich vu cta bat ky Nhan Sw nao vi bat ky ly
do gi, ADA sé théng béao cho Nha Cung Cép bang vén ban va Nha Cung Cép sé thay thé Nhan Sy
khéac c6 ky nédng, trinh dd, ndng luc va kinh nghiém tuong duong hodc céan thiét hodc cao hon. Bét
ky viéc thay thé Nhan Sw nao theo yéu céu cua ADA sé thuc hién bang chi phi cda Nha Cung Cép
va Nha Cung Cép phai dam bdo quy trinh thay thé sé khéng lam gién doan hodc gay ra sw cham tré.

If for any reasons beyond the reasonable control of the Supplier, it becomes necessary to substitute
any of the Personnel or if the Supplier determines in its reasonable judgement that it is appropriate
to change or substitute any of the Personnel, the Supplier shall notify and consult ADA on a suitable
replacement and provide a Personnel of equivalent, requisite or higher skill, qualifications, capability
and experience reasonably acceptable to ADA and any cost incurred thereby in such replacement
shall be borne by the Supplier.

Néu, vi bét ky ly do nao ngoai tdm kiém soat hop ly cia Nha Cung Cap, cén pha/ thay thé béat ky
Nhén Sw nao hodc néu Nha Cung Cép xac dinh, theo nhan dinh hop ly cda minh, rang viéc thay doi
hodc thay thé bat ky Nhan Sw nao la phu hop, thi Nha Cung Cép phai théng béo va tham khao y kién
ctia ADA lién quan dén viéc thay thé phu hop va cung cdp Nhan Sw cé ky nédng, trinh dé, nang luc
va kinh nghiém tuong duong, céan thiét hodc cao hon ma cé6 thé chap nhan cho ADA mét cach hop
ly, va moi chi phi phét sinh do viéc thay thé dé sé do Nha Cung Cép chiu.

The Supplier shall ensure that the Personnel shall be bound by and comply with the confidentiality
obligations as stated herein.

Nha Cung Cép phéi dém bdo rdng Nhan Sw sé bj rang budc va tuén thi céc nghia vu bdo méat nhw
duwoc néu trong tai liéu nay.

REPRESENTATIONS AND WARRANTIES
CAC TUYEN BO VA PAM BAO

Mutual Representations and Warranties. Each party represents and warrants that: (a) it is duly
organized, validly existing, and in good standing in the jurisdiction it is formed; (b) its execution and
delivery of this Agreement has been duly and validly authorized and this Agreement constitutes a
valid, binding, and enforceable obligation upon its execution; and (c) it shall comply with all Applicable
Laws in performing this Agreement.

Céc Tuyén B6 va Dam Béa Chung. Mébi Bén tuyén bé va dam béo réng: (a) Bén dé duwoc thanh lap
hop 18, tén tai hop phap va dang hoat déng tai khu vurc tai phan ma bén dé thanh Iap; (b) viéc ky két
va thuc hién Théa Thuan nay bdéi bén dé da duoc chép thuén hop 1é va hop phap va Théa Thuén
nay céu thanh nghia vu cé hiéu e, rang budc va cé kha néng thi hanh khi doc ky két; va (c) Bén do
Sé tuén thd toan bo Luat ap Dung khi thyre hién Thda Thudn nay.

Supplier further represents and warrants that in respect of any Goods and Services:
Nha Cung Cép tuyén bé va bdo dam réng, déi véi bat ky Hang Hoéa va Dich Vu nao:

a) it has the right and authority to permit the use, reproduction, distribution, and transmission of
the Goods and Services;

Nha Cung Cép c6 quyén va thdm quyén cho phép st dung, sao chép, phan phéi va truyén
tai Hang Héa va Dich Vu;

b) it has the right and authority to confer the rights and titles over the Goods and Services to
ADA as outlined in the PO;

Nha Cung Cép c6 quyén va thdm quyén dé chuyén giao cac quyén va quyén sé hiru déi véi
Hang Hda va Dich Vu cho ADA theo nhw quy dinh trong Pon Hang;

c) the Goods and Services supplied by the Supplier are, at all times during the Term of, and as
specified in, the PO:

Hang Héa va Dich Vu do Nha Cung Cép cung cép tai moi thoi diém trong Thoi Han cua, va
nhw dwoc quy dinh tai, Bon Hang:

i. is factually accurate;
la dung va chinh xac;
ii. does not contain any illegal, fraudulent or deceptive materials;
khéng chira bat ky tai liéu bat hop phép, gian 1an hodc lira ddo nao;
iii. does not contain spyware, virus, malicious code or peer to peer applications;

khéng chira phdn mém gién diép, vi rat, ma doc hodc céc tng dung ngang hang:;
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Vi.

Vii.

viii.

Xi.

Xii.

does not violate any laws, codes governing standards of practice, or industry best
practices;

khéng vi pham bat ky ludt, quy tdc ndo quan ly cac tiéu chuén thurc hanh hoac cac
théng Ié tot nhat trong nganh;

are new, unused, not secondhand and do not contain any used or reconditioned
materials, unless ADA has agreed otherwise in writing;

la hang héa va dich vu méi, chua qua str dung, khéng phai dé cii va khéng chira béat
ky vét liéu da qua str dung hodc tan trang nao, trir khi ADA c6 théa thuén khac béng
vén ban;

has been disclosed to ADA in writing on the existence of any third party code
including without limitation open source code, that is included in or is provided in
connection with the Goods and Services and the Supplier is in compliance with all
the licensing applicable to such third party code;

sw ton tai cia bat ky ma cua bén thir ba nao bao gém nhung khéng gioi han o ma
nguén mé, ma duwoc bao gém trong hodc duoc cung cap lién quan dén Hang Hoa
va Dich Vu, da duoc tiét 16 cho ADA va Nha Cung Cép tuén tha tat ca céc gidy phép
ap dung cho méa cua bén thir ba do;

shall not cause any loss or corruption of any ADA Data in any way including due to
Supplier negligence and wilful misconduct and provided in such a manner so as not
to detrimentally affect the operation or capacity of ADA Systems or any of ADA’s
networks or information technology or business systems;

khéng gay ra bat ky mét méat hodc hw héng nao déi véi bat ky D Liéu ADA bang bat
ky céch thirc nao bao gébm cé do so suét va ¢ y cia Nha Cung Cép, va duoc cung
cép theo cach khéng gay dnh huéng bét loi dén hoat dong hodc kha néng cua Hé
Théng ADA hodc bat ky mang hodc céng nghé théng tin hodc hé théng kinh doanh
nao cta ADA;

not infringe any third party Intellectual Property Rights;
khéng vi pham bét ky Quyén S& Hitu Tri Tué nao cia bén thir ba;
are genuine, merchandisable, valid, functional, marketable and redeemable;

la hang hoa chinh hang, c6 kha nang thuong mai, hop 16, hoat déng tét, co thé dura
ra thi trirong va co thé dwgce quy doi;

shall not be expired and shall have a reasonable remaining shelf life, with an expiry
date sufficiently distant from the delivery date to allow for their proper use in the
ordinary course of business;

khéng duoc hét han va phéi con thoi han st dung hop ly, véi ngay hét han di xa so
vGi ngay giao hang dé bao dam viéc st¥ dung phu hop trong qua trinh kinh doanh
théng thuong;

does not infringe confidentiality obligations owed to any third party; and
khéng vi pham nghia vu bdo mét déi véi bét ky bén thir ba; va

it has duly obtained and shall ensure that it shall obtain all necessary consents,
licences, Intellectual Property Rights and authorisations to undertake in delivering
the Goods and Services.

Nha Cung Cép da cé duoc mét cach hop 16 va ddm bédo réng sé cé duoc tat ca sw

dong y, gidy phép, Quyén S& Hiru Tri Tué va dy quyén can thiét dé thuc hién trong
viéc cung cap Hang Hbéa va Dijch Vu.

Unless specified in the PO, the Supplier further warrants the warranty period shall be at least twelve
(12) months immediately following the written acceptance of the Goods and Services by ADA. If any
defect occurs during the warranty period, the Supplier shall forthwith, at its own cost and expense
repair or replace the Goods and Services, failing which, ADA may repair, or replace it and the Supplier
shall reimburse ADA for all costs and expenses incurred relating thereto. During the warranty period,
ADA will not be required to pay for the proportion of work other than those specified under this

Agreement.

Trtr khi duoc quy dinh trong Bon Hang, Nha Cung Cdp dam béo thém rang thoi gian bao hanh sé la
it nhat mwdi hai (12) thang ngay sau khi ADA chap nhan Hang Hoa va Dich Vu bang vén ban. Néu
co bat ky khiém khuyét nao xay ra trong thoi gian bao hanh, Nha Cung Cap s€ ngay lap tirc sira
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chira hodc thay thé Hang Héa va Djch Vu bang chi phi ctia minh, néu khéng thi ADA cé thé stra
chira hodc thay thé né va Nha Cung Cép sé boi hoan cho ADA moi phi va chi phi phat sinh lién quan
dén viéc stra chira hodc thay thé dé. Trong thoi gian bdo hanh, ADA sé khéng phai thanh toan cho
phén céng viéc ngoai nhitng céng viéc duoc quy dinh trong Théa Thuan nay.

Breach of Warranty. Without prejudice to any other remedies available to ADA, if a breach of any of
the Warranties occurs, then, the Supplier must at its own risk and cost, undertake its obligations in
relation to the Goods and Services including to perform the support services and promptly repair,
replace, upgrade or improve the Deliverables so that it complies with the Warranties under the PO.

Vi Pham Bam Béo. Khéng dnh huéng dén bét ky bién phap khéc phuc nao khac cua ADA, néu xay
ra vi pham bét ky Bdo Pam nao thi Nha Cung Cap phai tw chju rii ro va chi phi, thuc hién céc nghia
vu cla minh lién quan dén Hang Héa va Dich Vu, bao gébm c3 viéc thuc hién céc dich vu hé tro va
nhanh chéng thurc hién cac bién phap khdc phuc. stra chira, thay thé, ndng cap hodc cai tién Giao
Pham dé Nha Cung Cép tuan thi céc Bdo BDam theo Bon Hang.

ACCEPTANCE
PHE DUYET

The Supplier shall ensure that its Personnel will undertake and complete the Deliverables in
accordance with the Timelines. The Supplier shall notify ADA in writing upon completion of all
Deliverables. If the Deliverables are in accordance with the provisions of this Agreement, ADA shall
then accept the Deliverables by way of issuance of a formal, written acceptance by an authorised
representative of ADA ("Final Sign-off").

Nha Cung Cép dam bado rdng Nhan Suw clia minh sé thurc hién va hoan thanh Giao Pham theo ding
Thoi Gian Biéu. Nha Cung Cap phai théng bao cho ADA béng vén bén sau khi hoan thanh tat ca céc
Giao Phdm. Néu Giao Pham phu hop véi céc quy dinh ctia Théa Thuén nay thi ADA sé phé duyet
Giao Phédm béng céch phéat hanh vén ban déng y chinh thirc béi nguoi dai dién duoc Gy quyén cla
ADA ("Phé Duyét Cuéi Cung").

Prior to the issuance of the Final Sign-Off, ADA will notify the Supplier of any non-conformance of
the Deliverables, specifying any requirement of the non-conformance and the Supplier shall assess
the non-conformance and take corrective steps to rectify the same to complete the Deliverables upon
notification of such non-conformance by ADA. Such corrective steps taken by the Supplier for
rectification to conform to ADA’s requirements shall be at no additional cost to ADA.

Trwéde khi dwa ra Phé Duyét Cubi Cung, ADA sé thdng bao cho Nha Cung Cap vé moi diém khong
tuan tha ctia Giao Phdm, néu rd moi yéu cau vé su khong tuan thi dé va Nha Cung Cép sé danh gia
sy khéng tuan tha va thwe hién cac buwéce khac phuc dé khac phuc su khéng tuan tha dé dé hoan
thién Giao Pham sau khi ADA théng bdo. Cac buéc khac phuc nay s& do Nha Cung Cép thuc hién
dé phu hop v&i yéu ciu ctia ADA va sé& khong phat sinh thém phi cho ADA.

In the event the Supplier fails to rectify the non-conformance within 90 days after being notified by
ADA, ADA shall have the right to terminate the PO.

Trong truong hop Nha Cung Cép khéng khéc phuc sw khéng tuan tha trong vong 90 ngay sau khi
duwoc ADA théng bao, ADA c6 quyén cham dut Pon Hang.

VARIATIONS
THAY DOl

ADA may at any time during the Term of the PO, require the Supplier to revise the dates and time
specified in the implementation plan for the delivery, including the date for acceptance of the Goods
and Services, or to undertake any reasonable alteration or addition to or omission from the Goods
and Services ("Variation").

ADA ¢6 thé, vao béat ky thoi diém trong Thoi Han cua Bon Hang, yéu cau Nha Cung Cép thay doi
ngay va gio duoc chi dinh trong ké hoach thuc hién giao hang, bao gbém ca ngay chép nhan Hang
Héa va Dich Vu hodc thuc hién bat ky thay déi hodc b6 sung hop ly nao hodc thiéu sét trong Hang
Héa va Dich Vu ("Thay D6i").

In such a case, the Supplier shall analyse the impact on the Timelines, costs and whether changes
would be required to be made to the Goods and Services.

Trong truong hop do, Nha Cung Cép phai phén tich tac dong dén Thoi Gian Biéu, chi phi va ligu co
céan bat ky thay doi nao doi véi Hang Hoa va Dich Vu hay khéng.

Any such changes referred to in Clause 6.2 shall require the mutual written agreement of the Parties.

Bét ky thay déi nao néu tai Khoan 6.2 phai cé sw théa thuén bang vén bén cua Céc Bén.
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If the effect of the Variation is that the Supplier shall still be able to deliver the Goods and Services
within the Timelines, the Supplier shall not be entitled to any upward variation to the Fees and the
Timelines as stated in the PO.

Néu énh huéng cua Thay B6i la Nha Cung Cép van co thé giao Hang Hoa va Dich Vu theo Thoi
Gian Biéu thi Nha Cung Cap sé khong duoc hudng bat ky sw diéu chinh téng nao doi voi Phi va Thoi
Gian Biéu nhw da néu trong Bon Hang.

BILLING
THANH TOAN

Fees. In consideration of the Supplier providing, undertaking and completing the delivery of the
Goods and Services in accordance with this Agreement, ADA shall pay the Supplier the amount
stated in the PO.

Phi. Trén co sé xem xét viéc Nha Cung Cép cung cép, thuc hién va hoan thanh viéc giao Hang Hoa
va Dich Vu theo Théa Thuéan nay, ADA sé thanh toan cho Nha Cung Céap sé tién néu trong Don
Hang.

Billing and Payment. Unless otherwise stated on the PO, invoicing shall be one hundred percent
(100%) of the PO value upon written acceptance of the Goods and Services by ADA. Unless
otherwise stated in the PO, the payment term is 45 days upon receipt of a valid and correct invoice
together with all the relevant supporting documents. All payments under the PO are without prejudice
to ADA’s claims, rights, or remedies. Invoices issued by the Supplier shall not contain any terms
which would add additional terms or would amend, alter, revise or vary the terms as contained in this
Agreement. In the event the invoices contain any such term, the Parties agree that such terms shall
not apply to this Agreement.

Lap Héa Pon va Thanh Toan. Trir khi cé quy dinh khéc tai Pon Hang, héa don duoc xuét sé la mot
trém phén trém (100%) gié tri Pon Hang khi ADA phé duyét Hang Héa va Dich Vu bang vén ban.
Trer khi ¢6 quy dinh khéc trong Pon Hang, thoi han thanh toan la 45 ngay ké ttr ngay nhan duoc héa
don hop Ié va chinh xac cung véi tat cé céc ching tir hé tro lién quan. Tat ca céc khoan thanh toan
theo Pon Hang sé khéng dnh hudng dén céac khiéu nai, quyén hodc bién phap khéc phuc cta ADA.
Hoéa don do Nha Cung Cép phat hanh khéng duoc chira bét ky diéu khodn nao ma cé thé lam phat
sinh diéu khodn méi hodc stra dbi, thay déi, diéu chinh hay lam khéc di céc diéu khoan trong Théa
Thuén nay. Trong trurong hop héa don c6 chira bét ky diéu khodn nao nhw vay, Céc Bén déng y rang
nhitng diéu khodn doé sé khéng duoc &p dung cho Thda Thuén nay.

Dispute. ADA may raise a query over or dispute the accuracy of the documents submitted by the
Supplier by providing relevant details and reason for raising the query or dispute to the Supplier within
14 days from the receipt of such documents.

Tranh Chép. ADA c6 thé néu céu hoi hoac tranh chép Vvé tinh chinh xéc cia céc tai liéu do Nha Cung
Cap ndp bang cach cung cap cac thong tin lién quan va ly do néu cau héi hoac tranh chap cho Nha
Cung Cap trong vong 14 ngay ké ttr ngay nhén duwoc cac tai ligu do.

Suspension of Payment. ADA shall have the right to withhold any part of the payments if ADA is
not satisfied with the performance of the Supplier or if there is a suspicious activity by the Supplier
and the Supplier fails to rectify and make good any issues raised by ADA in relation to the
Deliverables to the reasonable satisfaction of ADA.

Dinh Chi Thanh Todn. ADA cé quyén gil lai mét phén bét ky cta cac khoén thanh toén néu ADA
khoéng hai long véi viéc thuc hién ctia Nha Cung Céap hodc néu cé hoat dong dang ngo tir phia Nha
Cung Cép va Nha Cung Cép khéng khdc phuc, stra chira cac van dé do ADA néu ra lién quan dén
céc Giao Phdm dat yéu céu hop ly clia ADA.

Taxes. Unless otherwise stated in the PO, the price includes all applicable taxes, duties and charges.
Supplier shall separately invoice ADA for any sales or similar turnover taxes or charges that the
Supplier is required by law to collect from ADA. Invoices shall be in the appropriate format required
by local law to permit the deduction of payments for income tax purposes by ADA.

Thué. Trir khi 6 quy dinh khéc trong Pon Hang, gia bao gém téat ca cac loai thué, phi va Ié phi hién
hanh. Nha Cung Cép phai Iap héa don riéng cho ADA cho moi khoén thué hodc phi ban hang hodc
doanh thu tuong tw ma phép luat yéu cdu Nha Cung Cap phai thu ttr ADA. Héa don phéi & dinh dang
thich hop theo yéu cau cua luat phép dia phuong dé cho phép ADA khéu trtr cac khoén thanh toan
cho muc dich thué thu nhép.

a) Where Goods and Services Tax (“GST”), Value Added Tax (“VAT”), Sales and Service Tax
(“SST”) or tax of similar nature is applicable on any Goods and Services supplied under the
PO, ADA shall pay for the GST, VAT, SST, or tax of similar nature under each invoice
provided that the Supplier has complied with the following: (a) the Supplier is duly licensed
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with the relevant authorities to collect GST or tax of similar nature; (b) GST or tax of similar
nature for each invoice is included under the relevant invoice at the time of the issuance of
the invoice; and (c) all invoices provided by the Supplier to ADA complies with the relevant
laws relating to GST or tax of similar nature enforced by the authorities.

Truong hop Thué Hang héa va Dich vu (“GST’), Thué Gié tri Gia ting (“VAT’), Thué Bén
hang va Dich vu (“SST”) hodc thué cé tinh chét tuong tw dwoc 4p dung déi véi bét ky Hang
Héa va Dich Vu nao duoc cung cép theo Bon Hang, ADA sé thanh toén GST, VAT, SST
hodc thué cé tinh chét twong tw theo méi héa don véi diéu kién Nha Cung Cép da tuén thu
nhitng diéu sau: (a) Nha Cung Cép duoc co quan lién quan quan cap phép hop 1é dé thu
GST hodc thué cé tinh chét tuong tw; (b) GST hodc thué cé tinh chét tuong tw dbi véi tirng
héa don duoc bao gém trong héa don lién quan tai thoi diém phat hanh héa don; va (c) tat
cé héa don do Nha Cung Cép cung cdp cho ADA déu tuan thi céc luét lién quan lién quan
dén GST hodc thué cé tinh chét tuong tw do co quan cé thdm quyén thuc thi.

b) The Supplier shall be responsible for complying with all applicable tax laws and regulations
including but not limited to the filing of any statutory tax returns. The Supplier agrees to keep
ADA harmless against any claims or penalties that may be imposed on ADA by reason of the
failure of the Supplier to comply with its obligations under applicable tax laws.

Nha Cung Cép phai chju tréch nhiém tuén tha tat ca cac luat va quy dinh hién hanh vé thué,
bao gébm nhung khéng gi¢i han & viéc nép bét ky to khai thué theo luat dinh nao. Nha Cung
Cép dbéng y gitk cho ADA khéng bj &nh huéng truéc moi khiéu nai hodc hinh phat c6 thé 4p
dung dbi véi ADA do Nha Cung Cép khéng tuén thd nghia vu cta minh theo luat thué hién
hanh.

Withholding Tax. If ADA is required by law to make any deduction or withholding of any sum
otherwise payable to Supplier under the PO, ADA is entitled to deduct or withhold such amount and
effect payment thereof to the relevant tax authority. ADA will upon request from the Supplier, provide
the Supplier with official tax receipts or other evidence issued by the applicable tax authorities
sufficient to establish that any taxes which are withheld have been paid by ADA. If the Supplier is
entitled to a preferential tax rate through tax residency under the relevant treaty or convention, the
Supplier may furnish to ADA the evidence by way of letter or certificate issued by the relevant tax
authority confirming the tax residence status of the Supplier. Upon receipt of the evidence, ADA shall
implement the appropriate preferential tax rate.

Thué Khau Tree. Néu luét phép yéu cdu ADA thuc hién bét ky khodn khéu trir hodc giib lai bat ky
khoan tién nao phéi trd cho Nha Cung Cép theo Bon Hang thi ADA cé quyén khéu trer hodc gitr lai
sé tién dé va déng sé tién dé cho co quan thué lién quan. ADA sé, theo yéu cau cta Nha Cung Cép,
cung cép cho Nha Cung Cép bién lai thué chinh thirc hodc bang chirng khéc do co quan thué hién
hanh cép du dé chimng minh rdng moi khodn thué khau trer da dwoc ADA déng. Néu Nha Cung Cép
duwoc hudng mire thué suét wu dai théng qua viéc cw tru thué theo hiép wéc hogc céng woc co lién
quan thi Nha Cung Cép c¢6 the cung cép cho ADA béng ching bang thw hoac g/ay ching nhén do
co quan thué cé lién quan cép xéc nhan tinh trang cw tru thué cta Nha Cung Cép. Sau khi nhan
duoc bang chirng, ADA sé &p dung mirc thué suét wu dai phu hop.

Set off. ADA may deduct from monies otherwise due to Supplier, any amount due from Supplier to
ADA in connection with this Agreement.

Can Trir. ADA co thé khau triv tir cac khodn tién phai tré cho Nha Cung Cap, bat ky khoén tién nao
ma Nha Cung Cép phai trd cho ADA lién quan dén Théa Thuén nay.

Late Billing. ADA is not liable to pay Supplier, and Supplier must not invoice ADA for any amount in
respect of any Goods and Services provided under this Agreement, where the invoice for such Goods
and Services is received by ADA more than three (3) months after the last date on which such amount
should have been invoiced in accordance with Clause 7.

Yéu Cau Thanh Todn Tré. ADA khéng cé trach nhiém thanh toan cho Nha Cung Cép va Nha Cung
Cép sé khdng duoc lap hoa don cho ADA cho bét ky sé tién nao lién quan dén Hang Hoa va Djch
Vu dwgc cung cap theo Thdéa Thuén nay, trong truong hop ADA nhén dwoc héa don cho Hang Hoa
va Dich Vu dé tré hon ba (3) thang ké tir ngay ngay cudi cung ma sé tién dé 16 ra phai duoc lap hoa
don theo Khoan 7.

TERM AND TERMINATION
THOI HAN VA CHAM DUT

This Agreement shall be effective during the Term unless terminated in accordance with this
Agreement.

Thdéa Thuén nay sé cé hiéu luc trong Thoi Han trir khi duoc chdm dit theo quy dinh tai Théa Thuén.
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Notwithstanding any provision to the contrary in this Agreement, either Party may, without prejudice
to any of its other rights and remedies, terminate this Agreement by serving written notice on the
other Party if:

Bat ké bat ky diéu khoan trai nguroc nao trong Théa Thuan ndy, méi Bén co thé, khéng anh hudng
dén bat ky quyén va bién phap khac phuc nao khac cua minh, cham dwt Théa Thudn nay bang cach
gtvi théng bao bang van ban cho Bén kia néu:

a)

b)

c)

d)

g)

the other Party commits a material breach of any of its obligations under this Agreement and
such Party fails to remedy such breach (if capable of remedy) within two (2) weeks after
being given the notice to do so;

Bén kia vi pham nghiém trong bat ky nghia vu nao CL’lq minh theo Thda Thuén nay va Bén
do khong khac phuc vi pham do (néu co kha nang khac phuc) trong vong hai (2) tuan sau
khi nhén dwoc théng bao yéu cau khac phuc;

any of the representations and/or warranties made by the other Party is untrue, incorrect or
misleading;

bét ky tuyén b6 va/hodc dam béo nao clia Bén kia la khdng ding siw that, khéng chinh xac
hodc gady nham lan;

the other Party shall go into liquidation whether compulsory or voluntary (otherwise than for
the purposes of restructuring or amalgamation which shall have been approved in advance);
or if a petition shall be presented or an order made for the appointment of an administrator
in relation to the other Party or if a receiver, administrative receiver, judicial manager or
manager shall be appointed over any part of the assets or undertaking of the other Party and
such appointment is not revoked within thirty (30) days from the date of such appointment;
or

Bén kia tién hanh thanh ly, du la bdt budc hay tw nguyén (trtee muc dich téi co cdu hodc hop
nhét da dwoc phé duyét truée); hodc néu c6 don yéu céu hodc 1énh bé nhiém nguwoi quén ly
lién quan dén Bén kia hodc néu ngudi tiép nhan, nguoi tiép nhan hanh chinh, nguoi quan ly
tw phdp hodc ngudi quén ly duoc chi dinh dbi véi bét ky phan tai sdn hodc cam két nao cia
bén kia Bén va viéc bé nhiém dé khéng bi thu hdi trong vong ba muoi (30) ngay ké tir ngay
bé nhiém; hodc

it becomes illegal or unlawful for either Party to perform any of its duties and obligations
under this Agreement;

mot trong,hai Bén thurc hién bat ky nhiém vu va nghia vy nao cta minh theo Thda Thuén nay
tré nén bat hop phap hodc trai phat luat;

ADA receives a notice from the Supplier pursuant to Clause 17 or ADA has reasonable belief
that this may occur; or

ADA‘ nhéan duwoc théng>béo ttr Nha Cung Cép theo Khodn 17 hodc ADA ¢6 co s& hop ly aé
tin rang viéc nay co thé xay ra; hoac

the Declaration is found by ADA to be false, incomplete or misleading;
Tuyén Bé bji ADA xac dinh la sai, khéng day du hodc gay hiéu nhadm;

ADA has reasonable grounds to believe that the Supplier, or any of its shareholders,
subsidiaries, directors, officers, employees, representatives, agents, or subcontractors, is or
has become a Sanctioned Person, or is owned, controlled by, or acting on behalf of a
Sanctioned Person;

ADA ¢6 cén ctr hop ly dé tin rdng Nha Cung Cép hodc bét ky cb6 déng, céng ty con, giam
déc, cén bo, nhan vién, dai dién, dai ly hodc nha thdu phu nao cia Nha Cung Cép la hodc
da tré thanh Nguoi Bi Trieng Phat, hodc thudc sé& hiktu, chiu sw kiém soét cla, hodc hanh
déng thay mat cho mot Nguwoi Bj Trieng Phat;

ADA has reasonable grounds to believe that the Supplier, or any of its shareholders,
subsidiaries, directors, officers, employees, representatives, agents, or subcontractors has
violated or potentially violated the Sanctions Laws; or

ADA ¢6 can ctr hop ly dé tin rang Nha Cung Cép hodc bét ky c6 déng, cong ty con, gidm
déc, can bd, nhéan vién, dai dién, dai ly hoa‘p nha thau phu nao cua Nha Cung Cép da vi
pham hodc c6é khd néng vi pham céac Luét Vé Lénh Trieng Phat; hodc

ADA has reasonable grounds to believe that the Supplier, or any of its shareholders,
subsidiaries, directors, officers, employees, representatives, agents, or subcontractors has
entered into any contract, transaction, agreement, arrangement or otherwise engaged in any
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commercial activity that could violate the Sanctions Laws or reasonably be expected to result
in it being designated as a Sanctioned Person.

ADA ¢6 cédn ctr hop ly dé tin rdng Nha Cung Cép hodc bét ky cb6 déng, céng ty con, giam
dbc, can bo, nhan vién, dai dién, dai ly hodc nha thdu phu nao cia Nha Cung Cép da ky két
bat ky hop dbéng, giao dich, théa thuan, sdp xép nao hodc tham gia vao bat ky hoat déng
thuong mai nao cé thé vi pham cac Luat Vé Lénh Trirng Phat hodc c6 khd ndng dén dén
viéc Nha Cung Cép bi liét ké la Nguoi Bj Trieng Phat.

Without affecting any other right or remedy available to it, ADA may terminate or suspend any portion
of this Agreement with immediate effect by written notice to the Supplier if the Supplier's
representations and warranties under Clause 4 were found to be untrue or inaccurate.

Khoéng é&nh huéng dén bat ky quyén hodc bién phap khac phuc nao khéc ctia minh, ADA c6 thé cham
dut hodc dinh chi bat ky phan nao cta Thda Thuédn nay véi hiéu luc ngay I4p tirc bang vén ban théng
bao cho Nha Cung Cép néu tuyén bd va bdo ddm ctuia Nha Cung Cép theo Khoan 4 duwoc phét hién
la khéng dung suw that hodac khéng chinh xac.

ADA may terminate this Agreementin its entirety at any time without cause or liability, by providing
the Supplier with fourteen (14) days’ prior written notice.

ADA co6 thé cham dirt toan bé Théa Thudn ndy vao bat ky ltic nao ma khéng can nguyén nhan hodc
trach nhiém phap ly bang cach gri cho Nha Cung Cép théng bao bang van ban trirdc muwoi bon (14)
ngay.

Upon termination:

Khi chédm dut:

a) other than the provisions expressly provided in this Agreement to survive termination or
which, by their nature, are intended to survive termination, this Agreement shall terminate
and cease to have any further force or effect;

ngoai cac diéu khoa’gn dwoc quy dinh ré réng trong Thda Thuén la sé tiép tuc c6 hiéu /u’,c sau
khi Théa Thuén cham ddt hoac, vi ban chat cdaldiéu khoan do, dwoc dw dinh la sé tiép tuc
ton tai sau khi cham dwt, Théa Thudn nay sé cham dut va khéng con hiéu luc niva;

b) the Supplier shall immediately invoice to ADA all outstanding unpaid invoices in respect of
any portion of the Goods and Services supplied but for which no invoice has been submitted;

Nha Cung‘Cép phai ‘ngay 1ap tire 14p hoa don cho ADA cho tét ca céc hoa don chua thanh
toan con tén dong doi voi bat ky phan Hang Hoa va Dich Vu nao dwoc cung cap nhuwng chuwa
1ap hoa don;

c) the Supplier shall permanently destroy, or return to ADA and other relevant member(s) of
ADA Group, all Confidential Information or deal with the same in the manner instructed by
ADA and other relevant member(s) of ADA Group, within the earlier of the time period
required under law (if any) and fourteen (14) days after the termination or expiry of this
Agreement.

Nha Cung Cép phéi hiy vinh vién hodc trd lai cho ADA va (cac) thanh vién cé lién quan khéac
clia Tap Poan ADA, tat ca Théng Tin Bi Mat hodc xw ly Théng Tin Bi Mat theo céch duoc
ADA va (céc) thanh vién c¢6 lién quan khac cta Tap Poan ADA huéng dan, trong khodng
thoi gian dwoc phap luét yéu céu (néu c6) hodc muoi bén (14) ngay sau khi Théa Thudn nay
chém dut hodc hét han, tay thoi han nao sém hon.

d) no Party shall in any way exhibit any links or display any information that would lead any
person to believe that ADA or other members of ADA Group and the Supplier are linked or
related in any manner;

khéng Bén nao durgc hién thi bét ky lién két hodc thé hién bat ky thong tin, bang bét ky cach
nao nao, ma sé khién bat ky nguoi nao tin rang ADA hoéc cac thanh vién khac cua Tap Doan
ADA va Nha Cung Cép la cd lién két hodc lién quan dwdi bat ky hinh thire nao;

e) the Supplier hereby irrevocably assigns, transfers and conveys to ADA the Intellectual
Property Rights in the Deliverables and parts thereof delivered to ADA as at the date of
termination of this Agreement, upon payment by ADA of the amounts it is liable to pay as
referred to in this Clause 8.3;

Nha Cung Cép theo day nhuong lai, chuyén giao va chuyén nhuong mot cach khéng hay
ngang cho ADA Quyén S& Hiru Tri Tué déi véi Giao Phdm va cac bé phén ciia ching ma da
duoc giao cho ADA vao ngay cham dit Théa Thuén nay, khi ADA thanh toén sé tién ma
ADA c6 tréch nhiém phéi trd nhw duoc tham chiéu dén tai Khoan 8.3 nay;
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f) except as expressly set out in Clause 9, the Intellectual Property Rights owned by a particular
Party shall not at any time thereafter be used by the other Party for any purpose whatsoever;

trev khj dwoc quy dinh ré rang tai Khoan 9, Quyén Sé& HL?’U’ Tri Tué thuéc sé& ha’q ctia mét Bén
cu thé sé khéng dwoc Bén kia str dung vao bat ky thoi diém nao sau dé cho bat ky muc dich
nao;

9) ADA shall only be liable to pay the Supplier in accordance with Clause 8.3;
ADA chi chju tréch nhiém thanh toan cho Nha Cung Cép theo Khoan 8.3;

h) ADA shall not be liable to the Supplier by virtue of early termination of this Agreement,
including but not limited to any claim for loss of profits and revenue or prospective profits.

ADA s‘é khéng chiju trach nhiém v,o"i Nha Qung Cép dq viéc Chém dut sém Thdéa Thuén nay,
bao gébm nh‘u’ng khdéng gidi han bat ky khiéu nai nao vé viéc mat logi nhuan va doanh thu hoac
loi nhuan tiém nang.

Termination or expiry of this Agreement shall not affect any rights, remedies, obligations or liabilities
of the Parties that have accrued up to the date of termination or expiry, including the right to claim
damages in respect of any breach of this Agreementwhich existed at or before the date of termination
or expiry.

Viéc Théa Thuén nay chadm diit hodc hét han sé khéng anh hudng dén bét ky quyén, bién phap khéc
phuc, nghia vu hodc tréch nhiém phap ly nao cta Céc Bén ma da phét sinh cho dén ngay chdm dut
hoéc hét han, bao gébm c& quyén yéu cau bbi thuong thiét hai dbi véi bat ky vi pham nao dbi véi Théa
Thuén nay ma da tén tai vao hodc truéc ngay chadm dut hodc hét han.

All terms of this Agreement which, by their nature, are intended to survive termination of this
Agreement will survive termination, including but not limited to all payment obligations, use
restrictions, confidentiality obligations, data security and protection, indemnification obligations, and
limitations of liability.

Tét ca céc diéu khodn cua Théa Thudn nay ma, vi ban chét cua diéu khodn dé, duoc dw dinh la sé
tiép tuc ton tai khi Théa Thuén nay chdm dut, sé véan tiép tuc cé hiéu luc khi chdm dut, bao gém
nhung khéng giéi han tat ca céc nghia vu thanh toan, han ché st dung, nghia vu bdo mét, bdo mat
va béo vé di liéu, nghia vu bbi hoan va gidi han trach nhiém phap Iy .

INTELLECTUAL PROPERTY RIGHTS
QUYEN SO HOU TRI TUE

The Supplier acknowledges and agrees that all rights, title and interest in and to all Intellectual
Property Rights vested in ADA are and shall remain with ADA. The ADA name, all ADA logos, and
the product names associated with the Goods and Services are trademarks of ADA, its licensors, or
third parties, and nothing contained in this Agreement shall be construed as conferring any rights to
the Supplier therein. The Supplier shall not remove any ADA trademark or logo from the Goods and
Services, if applicable.

Nha Cung Cép thira nhén va dbng y réng tat ca céc quyén, quyén sé hitu va loi ich trong va dbi véi
tat ca cac Quyén S& Hiru Tri Tué duoc cép cho ADA dang va sé van thudc vé ADA. Tén ADA, tat ca
logo ADA va tén san phdm lién quan dén Hang Héa va Dich Vu la thuong hiéu cua ADA, nguoi cép
phép ctia ADA hodc bén thir ba va khdng ¢é néi dung nao trong Thda Thuén nay sé duoc hiéu la
trao bat ky quyén nao trong dé cho Nha Cung Cép. Nha Cung Cép khéng duoc xba bat ky nhan hiéu
hodc logo ADA khdi Hang Héa va Dich Vu, néu cé.

Each party will own and retain all rights to its pre-existing IP and any IP developed independently of
the Goods and Services, Deliverables under the PO, including any of such Party’s IP rights therein.

Méi Bén sé sé& hiru va gitr lai toan bé quyén déi véi Quyén SHTT da tdn tai triséc d6 clia minh va béat
ky Quyén SHTT nao duwoc phét trién doc Iap, khéng lién quan dén Hang Héa va Dich Vu, Giao Phadm
theo Pon Hang, bao gém cé bat ky quyén nao ctia Quyén SHTT ctia Bén dé trong Hang Hoéa va Dich
Vu, Giao Pham.

ADA will own all Deliverables, including all Intellectual Property Rights, all media, data in any format,
hardware, and other tangible materials created by Supplier while delivering the Services. Any
Supplier work which is a written or customized product, data or report related to, or to be used in, a
Deliverable is regarded as Intellectual Property Rights.

ADA sé s6 hitu toan b Giao Pham, bao gom toan bé Quyén S& Hiu Tri Tué, moi hinh thirc phuong
tién, dir liéu dwdi bat ky dinh dang nao, phan cteng va cac tai liéu hiru hinh khac dwoc tao ra béi Nha
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Cung Cép trong qua trinh cung cép Dich Vu. Bét ky cong viéc nao ctia Nha Cung Cép la san pham
béang van ban hoéac duoc thu:c hiép theo yéu cau, dir Iig_éu hoéc bao cao co lién quan dén, hoac duoc
St¥ dung trong, mét Giao Pham déu dwoc xem la Quyén S& Hiu Tri Tué.

If Deliverables do not qualify as a work made for hire, the Supplier agrees assigns to ADA all right,
title, and interest in and to the Deliverables, including all Intellectual Property Rights. The Supplier
waives all moral rights in Deliverables.

Néu Giao Pham khéng du diéu kién dé duoc xem la tac phdm duoc thué thuc hién, Nha Cung Cép
dong y chuyen nhuwong cho ADA toan b quyén, danh nghia va lgi ich doi voi Cac Giao Pham, bao
gom toan bé Quyén S¢ Hiru Tri Tué. Nha Cung Cap ter b6 moi quyén nhan than doi voi Cac Giao
Pham.

If the Supplier uses any the Supplier or third-party intellectual property in any Goods and Services,
Supplier will continue to own Supplier’s intellectual property rights.

Néu Nha Cung Cép str dung bat ky quyén s hiu tri tué nao cta Nha Cung Cép hodc cta bén thir
ba trong bat ky Hang Hoa va Dich Vu nao, Nha Cung Cap sé tiép tuc SG hiru cac quyén s& hiru tri
tué dé ctia Nha Cung Cap.

The Supplier will grant ADA a worldwide, nonexclusive, perpetual, irrevocable, royalty-free, fully paid-
up right and license, under all current and future Intellectual Property Rights, to use Supplier’s and
third-party intellectual property consistent with ADA ownership interests under this Clause 9.

Nha Cung Cap sé cép cho ADA quyén va g/ay phép st dung, trén pham vi toan céu, khéng déc
quyén, vinh vién, khéng thé hdy ngang, mién phi ban quyen va da dwoc thanh toan toan bd, theo
moi Quyén S& Haru Tri Tué hién tai va twong lai, quyén sé hitu tri tué cuia Nha Cung Cép va cta bén
thir ba phu hop véi quyén sé hivu cia ADA theo Khoén 9 nay.

The Supplier grants to ADA and its affiliated companies (including their employees, contractors,
consultants, outsourced workers, and interns engaged by ADA or any of its affiliated companies to
perform services) a worldwide, irrevocable, nonexclusive, perpetual, paid-up and royalty free license
for any Goods and Services that include software, data or other intellectual property not subject to a
mutually executed separate license (including installed applications). The license allows ADA to use
such software, data and intellectual property in connection with Goods and Services. ADA may
transfer this license to ADA affiliated Supplier, or a successor owner by sale or lease.

Nha Cung Cép cép cho ADA va cac Nha Cung Cép lién két cia ADA (bao gém cé nhén vién, nha
thau, tw vén vién, lao déng thué ngoai va thuc tap sinh duoc ADA hodc cac cong ty lién két cliia ADA
thué de thwe hién dich vu) quyen, trén pham vi toan céu, khéng thé hdy ngang, khéng déc quyen

vinh vién, mién phi va da thanh toan day du, déi véi tat cd Hang Héa va Dich Vu ma bao gom phén
mém, di¥ liéu hodc quyen SG hiru tri tué khac khéng thuéc pham vi cia mét thda thuén cap phep
riéng duwogc hai bén ky két (bao gém cé cac tng dung duoc cai dat). Quyén nay cho phép ADA st
dung phan mém, dir liéu va quyén S6 hivu tri tué lién quan dén Hang Héa va Dich Vu d6. ADA cé thé
chuyén giao quyén nay cho céng ty lién két cia ADA hodc cho chi sé& hitu ké thira thong qua viéc
ban hodc cho thué.

The Supplier assigns and passes through to ADA all of the third-party manufacturers’ and licensors’
warranties and indemnities for the Goods and Services

Nha Cung C4p chuyén nhuong va chuyén giao cho ADA toan b6 cac bdo hanh va béi hoan ctia nha
san xuat va bén cap phép thir ba doéi voi Hang Héa va Dich Vu.

The licenses in Clauses 9 are perpetual and shall survive the expiry or termination of this Agreement.

Céc quyén va gidy phép theo Khoan 9 co hiéu luc vinh vién va sé tiép tuc co hiéu luc sau khi Théa
Thuan nay hét han hodc bj cham du.

The Supplier shall indemnify and hold ADA harmless against any and all third party claims, actions
and demands that the use of the rights granted by the Supplier herein infringes any rights of such
third party and shall indemnify ADA against any damages and expenses (including reasonable legal
costs and expenses) which may be awarded or agreed to be paid to any such third party in respect
of any such claim or action against ADA.

Nha Cung Cép sé bbi hoan va gitr cho ADA khéng bj tén hai truéc bét ky va tat ca cac khiéu nai,
hanh dong va yéu céu ctia bén thir ba rdng viéc st dung cac quyén do Nha Cung Cép cép trong
Thdéa Thuén nay vi pham bét ky quyén nao cta bén thir ba dé va sé bbi hoan cho ADA moi thiét hai
va chi phi (bao gém ca phi va chi phi phép ly hop ly) ma cé thé duoc trao cho hodc duoc déng y
thanh toén cho bét ky bén thir ba nao lién quan dén bét ky khiéu nai hodc hanh déng nao chéng lai
ADA.
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All rights not expressly granted in this Agreementare reserved by ADA.

T4t ¢ céc quyén khéng duwoc cép ré rang trong Théa Thuén nay déu duoc ADA bao Iluu.

INDEMNIFICATION AND LIMITS OF LIABILITY
BOI HOAN VA GIO1 HAN TRACH NHIEM

The Supplier will defend, hold harmless, settle, pay damages and indemnify ADA, its directors,
officers, employees and its customers, and their respective successors and assigns, with regards to
any and all claims, actions, liabilities, losses, expenses, damages and costs (including without
limitation, reasonable attorney’s fees) that may at any time be incurred by ADA and its Affiliates by
reason of any claims, suits or proceedings made by a third party for libel, defamation, violation of
right of privacy or publicity, breach of contract, copyright infringement, trademark infringement or
other infringement of any third party right, fraud, breach of any terms in the Agreement,
misrepresentation, product liability or violation of any law, statute, ordinance, rule or regulation
including any breach of confidential information, data protection, non-solicitation and anti-bribery.

Nha Cung Cép sé bdo vé, gitr vo hai, gidi quyét, bdi thuong thiét hai va béi hoan cho ADA, céc giém
déc, can bo, ngudi lao dong va khach hang cia ADA ciing nhw nhitng nguoi ké thira va nguoi duoc
chuyén nhuong tuong (ing cda ho, lién quan dén bét ky va tat ca cac khiéu nai, hanh dong, trach
nhiém, tén that, chi phi, thiét hai va chi phi (bao gébm nhung khéng gi¢i han phi luét sw hop ly) ma
ADA va céc Bén Lién Két cia ADA c6 thé phai chju vao bét ky Itic nao vi bat ky khiéu nai, vu kién
hodc tha tuc nao do bén thir ba thuc hién vi béi nho, phi béng, p vi pham quyén riéng tw hodc cong
khai, vi pham hop dbéng, vi pham ban quyén, vi pham nhan hiéu hodc vi pham khac déi véi bat ky
quyén nao cta bén thir ba, gian Ian, vi pham bat ky diéu khodn nao trong Théa Thuén, tuyén bé sai,
tréch nhiém sén phédm hodc vi pham bét ky ludt, sdc Iénh, quy tdc hodc quy dinh nao bao gém ca
nhitng hanh vi vi pham bdo mat théng tin, bo vé di liéu, khéng 16i kéo va chdng héi I6.

The Supplier shall further indemnify ADA for any other unlawful conduct engaged or non-compliance
with any Applicable Laws and regulations by the Supplier in relation to the performance of its
obligations under this Agreement; and/or any fines, penalties or compensation imposed by any
governmental authority on ADA, in respect of ADA’s purchase of the Goods and Services, where
such fines, penalties or compensation were incurred by ADA as a result of ADA’s reliance on the
Supplier's representations, warranties and undertakings.

Nha Cung Cép sé bdi hoan cho ADA dbi véi bét ky hanh vi tréi phép luét nao khac hodc sw khéng
tuén tha bét ky Luat Ap Dung va quy dinh hién hanh nao cua Nha Cung Cép lién quan dén viéc thuc
hién nghia vu cta minh theo Théa Thudn nay; va/hodc bat ky khodn tién phat, hinh phat hodc béi
thuong nao do bat ky co quan chinh phid nao ép dung dbi véi ADA déi véi viéc mua Hang Héa va
Dich Vu b&i ADA, trong trrong hop cac khoan tién phat, hinh phat hodc bdi thuong dé phét sinh cho
ADA vi ADA tin twéng vao céc tuyén bd, bdo dam va cam két ciia Nha Cung Cép.

In the course of defending, settling or paying damages on behalf of ADA, the Supplier shall not make
any admission of fault or liability on behalf of ADA or its Affiliates without ADA's prior written consent.

Trong qué trinh bdo vé, gidi quyét hodc béi thuong thiét hai thay mét cho ADA, Nha Cung Cép khdng
dwoc dwa ra bat ky thira nhan 16i hodc trach nhiém phap ly thay mat cho ADA hodc céc Bén Lién Két
ctia ADA ma khéng cé sw déng y tridc bang vén ban cia ADA.

NEITHER PARTY SHALL BE LIABLE TO THE OTHER IN CONTRACT, TORT, EQUITY, STATUTE,
OR UNDER ANY OTHER CAUSE, FOR ANY LOSS, DAMAGE, COST OR EXPENSES OF ANY
NATURE WHATSOEVER, INCURRED OR SUFFERED BY THE CLAIMING PARTY, IF THE LOSS,
DAMAGE, COST OR EXPENSE (1) IS INDIRECT, CONSEQUENTIAL, OR CONSTITUTES OTHER
SPECIAL DAMAGES; OR (ll) IN TERMS OF TURNOVER, PROFIT (INCLUDING POTENTIAL
TURNOVER OR PROFIT), BUSINESS OR GOODWILL, WHETHER ARISING DIRECTLY OR
INDIRECTLY FROM OR IN CONNECTION WITH A RELEVANT BREACH, AND EVEN IF ARISING
AS A DIRECT AND NATURAL RESULT OF THE RELEVANT BREACH.

KHONG BEN NAO PHAI CHIU TRACH NHIEM BOI VOI BEN CON LAl TRONG HOP BONG, NGOAI
HOP BONG, LE CONG BANG, BDAO LUAT, HOAC Vi BAT KY NGUYEN NHAN NAO KHAC, POI
VOI BAT KY TON THAT, THIET HAI, PHI HOAC CHI PHI DUOI BAT KY TINH CHAT NAO, PHAT
SINH CHO HOAC PHAI CHIU BOI BEN KHIEU NAI, NEU TON THAT, THIET HAI, PHI HOAC CHI
PHI (1) LA GIAN TIEP, DO HAU QUA HOAC TAO LEN CAC THIET HAI BAC BIET KHAC; HOAC (Il)
VE DOANH THU, LQI NHUAN (BAO GOM DOANH THU HOAC LOI NHUAN TIEM NANG), KINH
DOANH HOAC LQI THE THUONG MAI, CHO DU PHAT SINH TRUC TIEP HAY GIAN TIEP TU
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HOAC LIEN QUAN BEN MOT VI PHAM LIEN QUAN VA NGAY CA KHI VIEC PHAT SINH DO LA
KET QUA TRUC TIEP VA TU NHIEN CUA VI PHAM LIEN QUAN.

NOTWITHSTANDING ANYTHING TO THE CONTRARY ELSEWHERE CONTAINED HEREIN,
ADA’'S MAXIMUM LIABILITY TO THE SUPPLIER, IN ANY EVENT, SHALL NOT EXCEED THE
AGGREGATE CHARGES OR PAYMENTS PAID BY ADA UNDER THIS AGREEMENT FOR THE
SIX (6) MONTHS PERIOD PRECEDING THE DATE THE FIRST LIABILITY AROSE.

BAT KE BAT KY NOI DUNG NAO QUY BINH NGUQOC LAI TAI THOA THUAN NAY, TRACH NHIEM
PHAP LY TOI DA CUA ADA POl VOI NHA CUNG CAP, TRONG BAT KY TRUONG HOP, SE
KHONG VUQT QUA TONG CAC PHI HOAC KHOAN THANH TOAN TRA BOI ADA THEO THOA
THUAN NAY TRONG KHOANG THOI GIAN SAU (6) THANG TRUOC NGAY PHAT SINH TRACH
NHIEM PAU TIEN.

THE PROVISIONS OF THIS SECTION 10 STATE THE SOLE, EXCLUSIVE, AND ENTIRE
LIABILITY OF ADA TO THE SUPPLIER, AND IS THE SUPPLIER'S SOLE REMEDY, WITH
RESPECT TO CLAIMS COVERED UNDER THIS AGREEMENT.

CAC QUY BINH CUA KHOAN 10 NAY QUY BINH TRACH NHIEM DUY NHAT, BOC QUYEN VA
TOAN BO CUA ADA BOI VOI NHA CUNG CAP VA LA BIEN PHAP KHAC PHUC DUY NHAT CUA
NHA CUNG CAP POI VOI CAC KHIEU NAI BUOC BAO GOM TRONG THOA THUAN NAY.

Each Party’s indemnification obligations are conditioned on the indemnified Party providing the
indemnifying Party with: (a) prompt written notice of any matter that is subject to indemnification
hereunder; (b) the right to assume the exclusive defence and control of any such matter (provided
that the indemnified party may participate in the defence at its own expense); and (c) cooperation
with any reasonable requests assisting the indemnifying Party’s defence of such matter.

Nghia vu béi hoan ctia mbi Bén duwoc ap dung véi diéu kién Bén duwoc bdi hoan cung cdp cho Bén
béi hoan: (a) théng bao bang van ban kip thoi vé béat ky vén dé nao thuéc pham vi bdi hoan theo
Théa Thuén nay; (b) quyén tiép nhan va kiém soét déc quyén viéc bao chia va xt ly bét ky van dé
dé (véi diéu kién Bén duoc bdi hoan cé thé tham gia vao viéc bao chira nhung tw chiu chi phi cua
minh); va (c) sw hop tac theo cac yéu céu hop ly nham hé tro Bén béi hoan trong viéc bao chira cho
van dé do.

REMEDIES AND INJUNCTIVE RELIEF
BIEN PHAP KHAC PHUC VA NGAN CHAN

The rights and remedies reserved to ADA in the Agreement are cumulative with, and in addition to,
all other or further remedies provided in law. The Supplier acknowledges and agrees that money
damages would not be a sufficient remedy for any actual, anticipatory or threatened breach of the
Agreement by the Supplier with respect to its delivery of Goods and Services to ADA and that, in
addition to all other rights and remedies which the ADA may have, ADA shall be entitled to specific
performance and injunctive or other equitable relief as a remedy for any such breach.

Céc quyén va bién phép khdc phuc danh cho ADA trong Théa Thuén dwoc tich Iy véi, va bé sung
cho, tat ca cac bién phéap khdc phuc khéac duwoc hodc sé duoc quy dinh béi luat. Nha Cung Cép thira
nhan va déng y rdng céc khoan tién bdi thuong thiét hai khéng phai la bién phap khac phuc day du
dbi véi bat ky hanh vi vi pham Théa Thuén thuc té, cé thé doén truéc hodc de doa c6 thé xay ra, nao
ctia Nha Cung Cép lién quan dén viéc giao Hang Hbéa va Dich Vu cho ADA, va rang ngoai tat ca cac
quyén va bién phép khac phuc khédc ma ADA c6 thé co, ADA sé cé quyén dbi véi thurc hién cu thé va
bién phap khén cép theo lénh hodc bién phap ngén chan céng bang khéc nhw mét bién phap khéc
phuc dbi véi bét ky vi pham dé.

CONFIDENTIALITY
BAO MAT

The Supplier shall:
Nha Cung Cép sé:

a) treat as confidential and keep secret all Confidential Information, including all information
which has already been disclosed to it pursuant to this Agreement and prior to the entry of
this Agreement;

xem do la bi méat va gidr bi mét tat cd Thong Tin Bi Mét, bao gom tét ca thong tin da duoc tiét
16 theo Thda Thuén nay va tri/dc khi Théa Thudn nay duwoc ky két;
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b)

c)

d)

only disclose the Confidential Information to its Personnel for the purpose of performing the
Supplier’'s obligations in this Agreement and shall take all proper and effective precautions
to prevent the disclosure of the Confidential Information to unauthorised persons and to
preserve the secrecy and confidentiality of the Confidential Information and, in particular but
without in any way limiting the generality of the foregoing, take all necessary action to prevent
unauthorised persons from obtaining access to the Confidential Information whether by direct
or indirect exposure;

chi tiét 16 Théng Tin Bi Mat cho Nhéan Sw cda minh nham muc dich thuc hién céc nghia vy
ctia Nha Cung Cép trong Théa Thuén nay va sé thuc hién moi bién phép phong ngtra thich
hop va hiéu qua dé ngén chén viéc tiét 16 Théng Tin Bi Méat cho nhiing nguoi khéng duoc
phép va dé gitr bi mét va bdo mét cta Théng Tin Bi Mat va, déc biét nhung khéng han ché
tinh téng quat ctia nhiing diéu da néi & trén, thuc hién moi hanh dong can thiét dé ngan chan
nhitng ngudi khéng cé thdm quyén truy cép Théng Tin Bi Mat du bang céach tiép xuc truc
tiép hay gién tiép;

upon the termination or expiry of this Agreement, deal with Confidential Information in
accordance with Clause 8.3; and

khi Théa Thuén nay chdm dut hodc hét han, xt ly Théng Tin Bi Mat theo Khoén 8.3; va

take all necessary steps to ensure that the Supplier's Personnel who have access to the
Confidential Information comply with and are bound by this confidentiality requirement in
favour of ADA.

thurc hién tat cé cac buoc can thiét dé dam bao rang Nhan Sy ciia Nha Cung Cap ma co
quyén truy cédp Thoéng Tin Bi Mét sé tuén tha va bj rang buéc béi yéu cau bado méat nay doi
voi ADA.

Except with the prior written consent of ADA, the Supplier, and the Supplier's Personnel who have
access to the Confidential Information shall not, at any time:

Tree khi ADA dbng y trwéc bdng vén bén, Nha Cung Cép va Nhan Sw cua Nha Cung Cép ma cé
quyén truy cap Théng Tin Bi M4t sé khéng, vao bét ky thoi diém:

a)

c)

d)

communicate to any person or body or entity, any Confidential Information disclosed to them
for the purpose of the provision or delivery of the Goods and Services or discovered by them
in the course of the provision and performance of the Goods and Services in accordance
with the Agreement;

trao doi voi bét ky ca nhan, phép nhén hodc té chirc nao vé bat ky Thong Tin Bi Mat nao ma
duworc tiét 16 cho minh nhdm muc dich cung cép hodc giao Hang Héa va Dich Vu hodc do
minh biét dwoc trong qué trinh cung cép va thuc hién Hang Héa va Dich Vu theo quy dinh
tai Théa Thuén;

make public any information as to the recommendations, assessments and opinions
formulated in the course of or as a result of the provision or performance of its obligations
under this Agreement;

cong khai moi théng tin vé cac khuyén nghj, danh gia va y kién duoc dua ra trong qua trinh
hoédc két qua tur viéc cung cap hodc thure hién nghia vu cda minh theo Thda Thuén nay;

make or caused to be made any press statement nor publish any material whatsoever
relating to the Agreement; or

dua ra hodc yéu cau dwa ra bat ky tuyén bé bao chi nao ciing nhw xudt ban bat ky tai liéu
nao lién quan dén Théa Thuéan; hoédc

use or permit to be used in any manner the Confidential Information for any purpose
whatsoever except for the purposes expressly authorised by ADA.

st dung hodc cho phép str dung Théng Tin Bi Méat theo bét ky céch nao cho bat ky muc dich
nao ngoai trir cac muc dich dwoc ADA cho phép ré rang.

This Clause 12 shall not apply to Confidential Information which:

Khodn 12 nay sé khéng ép dung déi véi Théng Tin Bi Mat ma:

a)

is or becomes part of the public domain through no act or omission of the Supplier;

la hodc tré thanh moét phép cla théng tin céng khai ma khéng phai do hanh déng hodc thiéu
sot nao cua Nha Cung Cap;
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b) was in the Supplier’s lawful possession prior to the disclosure and had not been obtained by
the Supplier either directly or indirectly from ADA;

da thuée quyén chiém hiu hop phap ctia Nha Cung Cép truée khi dugc tiét 16 va Nha Cung
Céap khéng co dwoc théng tin do du la truee tiép hodc gian tiép tir ADA;

c) is lawfully disclosed to the Supplier by a third party without restriction on disclosure;

duoc tiét 16 hop phap cho Nha Cung Cép bi mét bén thir ba ma khéng bi han ché tiét 16;
d) is independently developed by the Supplier; or

duroc phét trién doc 1ap béi Nha Cung Cép; hodc
e) is required by law or any governmental or other regulatory authority to be disclosed.

duoc yéu céu tiét 16 béi luat phép hodc bat ky co quan chinh phi hodc co quan quén ly nao
khac.

The Supplier hereby agrees to take all reasonable steps to ensure that the Confidential Information
are not disclosed or distributed by its Personnel, employees, officers, directors, agents or other
personnel who obtain or have access to the Confidential Information in violation of this Agreement.
In the event where any such person or persons misuse or use the Confidential Information without
the consent of ADA, the Supplier is liable to indemnify ADA and other relevant members of ADA
Group for any loss or damage suffered or incurred as a result of the misuse or unauthorised use.

Nha Cung Cép theo day déng y thuc hién tét ca céc buéc hop ly dé dadm béo rdng Théng Tin Bi Mat
khéng bij tiét 16 hodc phan phéi b&i Nhan Sw, nguoi lao déng, cén bé, giam dbc, dai ly hodc nhiing
cé nhan khéac cta minh ma cé dwoc hodc cé quyén truy cadp Théng Tin Bi Méat theo céch vi pham
Théa Thuén nay. Trong trzong hop bét ky nguoi nao lam dung hodc st dung Théng Tin Bi Mat ma
khéng ¢6 sw déng y ctia ADA, Nha Cung Cép c6 tréch nhiém bdi hoan cho ADA va céc thanh vién
cé lién quan khéc cua Tap Poan ADA moi tén that hodc thiét hai phai chiu hodc phat sinh do viéc
lam dung hod&c st dung trai phép.

The obligations in this Clause 12 shall survive the termination or expiry of this Agreement.

Céc nghia vu tai Khoédn 12 nay sé tiép tuc cé hiéu luc sau khi Théa Thudn nay chdm dit hodc hét
han.

DATA SECURITY AND PROTECTION

BAO MAT VA BAO VE DU LIEU

The Supplier shall comply with the obligations set out in Schedule 1.
Nha Cung Cép sé tuén tha céc nghia vu quy dinh tai Phu Binh 1.
FORCE MAJEURE

BAT KHA KHANG

If Supplier is prevented from producing, selling or delivering any Goods and Services, or ADA is
unable to accept delivery, buy or use any Goods and Services, as a direct result of an event or
occurrence that is not reasonably foreseeable for the affected party and without such party’s fault or
negligence, then the affected party shall provide notice to the other within seven (7) days from the
date of occurrence thereof stating the cause and the anticipated duration of delay. Such events and
occurrences may include, by way of example and not limitation, natural disasters, fires, explosions,
riots, wars, sabotage, labour problems (including lockouts, strikes and slowdowns). If any delay lasts
more than thirty (30) days, ADA may terminate the PO without any liability or obligation to purchase
or pay for raw materials, partial, work-in-process or finished Goods and Services.

Néu Nha Cung Cép bi ngén cén sén xuét, bén hodc giao bét ky Hang Héa va Djch Vu nao hodc ADA
khéng thé chép nhan viéc giao, mua hodc st dung bat ky Hang Héa va Dich Vu nao do két qua truc
tiép ctia moét sw kién hodc sw cb6 ma bén bj dnh hudng khéng thé dw doén truéc mot céch hop Iy va
néu khéng c6 16i hodc so suét cua bén do thi bén bi anh hudng sé théng bao cho bén kia trong vong
bay (7) ngay ké tr ngay xay ra sy cb, néu ré nguyén nhéan va thoi gian tri hoan duw kién. Cac sw kién
va sw ¢ nhw vay cé thé bao gom vi du nhung khong gi6i han, thién tai, héa hoan, vu né, bao loan,

chién tranh, pha hoai, cac van dé lao déng (bao gébm bé xuéng, dinh céng va dinh tré). Néu bat ky
sw cham tré nao kéo dai hon ba muoi (30) ngay, ADA c6 thé chdm dut Pon Hang ma khéng c6 bat
ky trédch nhiém phép ly hodc nghia vu nao trong viéc mua hodc thanh toan nguyén liéu thé, mét phén,
dang thue hién hodc toan bo Hang Hoéa va Dich Vu.
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INSURANCE
BAO HIEM

The Supplier shall obtain sufficient coverage and maintain validity of all appropriate insurance
(including, without limitation, business, workers' compensation, auto, errors and omissions,
professional, product, property, public, commercial and comprehensive general liability insurance) at
the amount stated in the PO or consistent with the law and industry best practice applicable for the
delivery of Goods and Services. Each policy shall name ADA as a loss payee or additional insured
and the Supplier shall on request provide certificates and copy of the insurance policies in effect to
ADA.

Nha Cung Cép phai cé di bdo hiém va duy tri hiéu lwc cla tat ca cac bao hiém thich hop (bao gém
nhung khong gidi han bao hiém kinh doanh, boi thu’o’ng cho ngwo’/ lao déng, 6 t6, sai st va thiéu
s6t, bdo hiém tréach nhiém chung vé nghé nghiép, sén phédm, tai sén, céng céng, thuong mai va bao
hiém chung toan dién) véi sé tién néu trong Bon Hang hodc phu hop véi ludt phdp va théng 1é tét
nhét cua nganh &p dung cho viéc cung cép Hang Hba va Dich Vu. Méi hop déng sé néu tén ADA la
nguoi duoc béi thuong tén that hodc nguoi duge bao hiém bé sung va Nha Cung Cép phai cung cép
gidy chirng nhén va ban sao cac hop déng béo hiém cé hiéu luc cho ADA theo yéu cau.

NO IMPLIED WAIVER
KHONG CO MIEN TRUNGU Y

Any waiver of the provisions of this Agreement or of a Party’s rights or remedies under this Agreement
must be in writing. The failure, neglect, or delay of either Party at any time to require performance by
the other Party of any provision of the Agreement will not affect the right to require such performance
at any later time, nor will the waiver by either Party of a breach of any provision of the Agreement
constitute a waiver of any succeeding breach of the same or any other provision. No failure, neglect,
or delay in exercising any right or remedy will operate as a waiver thereof nor will any single or partial
exercise preclude other or further exercise thereof. No course of dealing or course of performance
may be used to evidence a waiver or limitation of the Supplier’s obligations under the Agreement.

Bét ky viéc mién trir bat ky céc diéu khodn nao cta Théa Thuén nay hodc déi voi céc quyén hay bién
phép khéc phuc cuia mét Bén theo Théa Thuan nay déu phéi duoc lap bang van béan.Viéc mot Bén
khéng yéu céu, bé sét hodc cham tré yéu cdu Bén kia thuc hién bét ky diéu khodn nao ctua Théa
Thuén vao bét ky thoi diém sé khéng anh huéng dén quyén yéu céu viéc thuc hién dé vao bat ky
thoi diém sau dé, ciing nhw viéc mot Bén tir bé dbi véi mét vi pham bét ky diéu khodn nao cta Théa
Thuén sé khéng céu thanh sw tir bé déi véi moi hanh vi vi pham diéu khodn dé hodc bét ky diéu
khoan nao khac nao sau dé. Viéc khéng thire hién, bé sét hodc hoéc cham tré thuc hién bat ky quyén
hoéac bién phap kh&c phuc nao sé khéng duwoc xem la sw tir bé quyén hodc bién phap khac phuc dé
ciing nhuw bét ky viéc thuc hién don 1é hoac mét phén nao ciing sé khéng ngén can viéc thuc hién
khac hodc viéc thuwc hién thém cac quyen doé. Khéng c6 quy trinh giao dich hodc thuc hién nao cé
thé duoc st dung dé lam béng chirng cho viéc tir bé hodc gidi han cac nghia vu ciia Nha Cung Cap
theo Théa Thuan.

ANTI BRIBERY & CORRUPTION AND SUPPLIER CODE OF CONDUCT
CHONG HOI LO & THAM NHUNG VA QUY TAC UNG XU’ AP DUNG CHO NHA CUNG CAP

The Supplier shall comply with ADA’s anti-bribery and anti-corruption terms and conditions (“ABAC
T&C”) which may be updated by ADA from time to time, located at https://adaglobal-legal.com/ABAC-
GTC/, or at such other location as ADA may inform.

Nha Cung Cép sé tuén thi cac diéu khoan va diéu kién vé chong héi I6 va tham nhiing ctia ADA
(“PKDK CHLTN”) ma c6 thé duwoc ADA cép nhat vao tieng thoi diém, cé tai https://adaglobal-
legal.com/ABAC-GTC/, hodc tai noi khac do ADA xac dinh.

The Supplier shall adhere to the Axiata Supplier Code of Conduct located at
http://www.axiata.com/corporate/supplier-code/

Nha Cung Cép sé tuan thi Quy Tac Ung Xt Ap Dung Cho Nha Cung Cép Cla Axiata tai
http.//www.axiata.com/corporate/supplier-code/.

In the event that ADA has reasonable grounds to believe that the Supplier has not complied with this
clause then ADA may at its own discretion (a) terminate the PO and or (b) seek such remedies
available to it under the law including injunctive relief.

Trong truéng hop ADA ¢6 co's6 hop Iy dé tin rang Nha Cung Cap da khéng tuén tha diéu khodn nay
thi ADA cé thé theo quyét dinh riéng caa minh (a) chém dut Pon Hang va hodc (b) tim kiém céc bién
phép khdc phuc s&n cé theo luét, bao gbm ca bién phap khén cép.


https://adaglobal-legal.com/ABAC-GTC/
https://adaglobal-legal.com/ABAC-GTC/
https://adaglobal-legal.com/ABAC-GTC/
https://adaglobal-legal.com/ABAC-GTC/
http://www.axiata.com/corporate/supplier-code/
http://www.axiata.com/corporate/supplier-code/
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17A1
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SANCTIONS

LENH TRUNG PHAT

The Supplier represents and warrants that:
Nha Cung Cép cam két va bdo dam rang:

(a) neither it nor any of its shareholders, subsidiaries, directors, officers, employees,
representatives, agents or subcontractors is a Sanctioned Person or is owned or controlled
by, or acting on behalf of, a Sanctioned Person; and

Nha Cung Cép, ciing nhw cac cé déng, cong ty con, giam dbc, can bo, nhan vién, dai dién,
dai ly hodc nha thau phu cta minh, khéng phai la Nguoi Bj Trirng Phat, hodc khéng thudc
s6 hiru hodc chiu sw kiém soét cua, hodc khéng hanh déng thay méat cho bét ky Nguoi Bj
Trieng Phat nao; va

(b) neither it nor any of its shareholders, subsidiaries, directors, officers, employees,
representatives, agents or subcontractors has violated or potentially violated the Sanctions
Laws; and

Nha Cung Cép, ciing nhw céc ¢c6 déng, cong ty con, giam déc, can bg, nhan vién, dai dién,
dai ly hodc nha thau phu cta minh, chuwa tirng va khéng cé khé néng vi pham cac Luat Vé
Lénh Treeng Phat; va

(c) neither it nor any of its shareholders, subsidiaries, directors, officers, employees,
representatives, agents or subcontractors has entered into any contract, transaction,
agreement, arrangement or otherwise engaged in any commercial activity that could violate
the Sanctions Laws or reasonably be expected to result in it being designated as a
Sanctioned Person.

Nha Cung Cép, ciing nhw céc ¢b déng, cong ty con, giam déc, can bd, nhan vién, dai dién,
dai ly hodc nha thdu phu ctia minh, chua timg ky két bat ky hop déng, giao dich, théa thuén,
sdp xép nao hodc tham gia vao béat ky hoat déng thuong mai nao cé thé vi pham Luét Vé
Lénh Treng Phat hodc c6 kha ndng dan dén viéc Nha Cung Cép bij liét ké la Nguoi Bi Triing
Phat.

The Supplier shall, during and throughout the Term, observe and comply with the Sanctions Laws

and shall ensure that its shareholders, subsidiaries, directors, officers, employees, representatives,
agents or subcontractors do not violate any Sanction Laws.

Trong subt Thoi Han, Nha Cung Cép phai tuan thd va thurc hién ding cac Luét Vé Lénh Trimg Phat,
déng tI?O’i dam bao rang cac c6 déng, céng ty con, gia’ym doc, cén bg, nhén vién, dai dién, dai ly hoac
nha thau phu cta minh khéng vi pham bat ky Luat Vé Lénh Tring Phat nao.

In the event the Supplier has knowledge that it or any of its subsidiaries, directors, officers,
employees, representatives, agents or subcontractors has:

Trong triong hop Nha Cung Cap biét dugc rang bén than hodc bt ky céng ty con, giam déc, can
bd, nhan vién, dai dién, dai ly hodc nha thau phu nao cta minh:

(a) become a Sanctioned Person;

tré thanh Nguwoi Bj Trieng Phat;
(b) violated any Sanctions Laws;

vi pham bét ky Luét Vé Lénh Trirng Phat nao;
(c) violated this Clause 17A; or

vi pham Khoan 17A nay; hoéc

(d) entered into any contract, transaction, agreement, arrangement or otherwise engaged in any
commercial activity that could violate any Sanctions Laws or reasonably be expected to result
in it being designated as a Sanctioned Person,

ky két bét ky hop dong, giao dich, théa thuan, sdp xép nao hodc tham gia vao bat ky hoat
déng thwrong mai nao cé thé vi pham Luét Vé Lénh Trieng Phat hodc c6 kha ndng dan dén
viéc bj liét ké la Nguwoi Bi Trirng Phat,
then the Supplier shall provide notice in writing ("Sanctions Notice") to ADA as soon as practicable
(and in any event, within two (2) calendar days) after becoming aware of such information.
thi Nha Cung Cép phai gii thong bao bang van ban (“Théng Bdo Vé Lénh Tring Phat’) cho ADA
trong thoi gian sém nhat co thé (va trong moi trirdng hop khéng mudn hon hai (2) ngay dwong lich)



17A.4

17A.5

17A.6

ké tir khi phat hién théng tin néi trén.

If the Supplier delivers a Sanctions Notice to ADA and ADA solely considers that the event described
in Clause 17A.3 renders it impossible or unlawful (a) for ADA to substantially or partially fulfil its
obligations under this Agreement, (b) for ADA to remain a party to this Agreement, or (c) for the
Supplier to perform its obligations under this Agreement, ADA may, at its sole discretion, terminate
this Agreement with immediate effect and without incurring any liability whatsoever by issuing
termination notice to the Supplier.

Néu Nha Cung Cép gui Théng Béo Vé Lénh Trirng Phat cho ADA va ADA, duwa trén danh gié riéng,
cho rang sw kién dwoc moé ta tai Khodn 17A.3 khién cho viéc (a) ADA thuc hién toan bo hodc mot
phén nghia vu ctia minh theo Théa Thuén nay tré nén béat kha thi hodc vi pham phép luét; (b) ADA
khéng thé tiép tuc la mot bén cla Théa Thudn nay; hodc (c) Nha Cung Cép khong thé thuc hién
nghia vu ctia minh theo Théa Thuén nay, thi ADA c¢é toan quyén cham dit Théa Thuén ngay lap tirc
ma khéng phéi chiu béat ky tréch nhiém nao, bang cach guvi théng bao chdm dut cho Nha Cung Cép.

Clause 8.2 (Upon Termination) shall apply to the termination of this Agreement under Clause 17A.4,
Clause 8.2(g), Clause 8.2(h) or Clause 8.2(i) by ADA, to the maximum extent allowed by the
Sanctions Laws and Applicable Laws.

Khoan 8.2 (Khi Chdm D) sé dugc ap dung doi voi viéc cham dit Théa Thuén theo Khoédn 17A.4,
Khoan 8.2(g), Khoan 8.2(h) hodgc Khoan 8.2(i) béi ADA, trong pham vi toi da duoc phép theo Lugt
Vé Lénh Trieng Phat va Luét Ap Dung.

For the purpose of termination pursuant to Clause 17A.4, Clause 8.2(g), Clause 8.2(h) or Clause
8.2(i), notwithstanding Clause 17A.3 and Clause 17A.4(d), ADA shall only be liable to make payment
of any amounts outstanding (which have been approved and accepted by ADA) and for the Services
that have been performed up to the date of termination in accordance with Clause 17A.4, Clause
8.2(g), Clause 8.2(h) or Clause 8.2(i), and accepted by ADA provided that the following conditions
have been satisfied:

Déi v6i viec chdm dut theo Khodn 17A.4, Khodn 8.2(g), Khodn 8.2(h) hodc Khoédn 8.2(i), bat ké
Khoan 17A.3 va Khoan 17A.4(d), ADA chi c6 trach nhiém thanh toan cac khoan con ng (da duoc
ADA phé duyét va chdp nhén) va chi tr cho cac Dich Vu da duoc thuc hién dén ngay chadm diit theo
cac Khoan 17A.4, Khoan 8.2(g), Khodn 8.2(h) hodc Khoan 8.2(i), néu céac diéu kién sau duoc dap
ng:

(a) the Supplier has obtained the Sanctions Requisite Approval for Payment, authorising ADA
to remit payment either to the Supplier, third party or financial institution(s), as specified in
the Sanctions Requisite Approval for Payment;

Nha Cung Cép da co duoc Phé Duyét Bat Bugc Vé Lénh Trimg Phat Cho Viéc Thanh Toan,
cho phép ADA thure hién viéc thanh toan cho Nha Cung Céap, bén thir ba hoac to churc tai
chinh dworc chi dinh trong véan ban doé;

(b) the Supplier has furnished to ADA the Sanctions Requisite Approval for Payment and all
supporting documents for ADA’s reference;

Nha Cung Cép dé cung cép cho ADA ban sao clia Phé Duyét Bt Budc Vé Lénh Trimg Phat
Cho Viéc Thanh Toan cung toan bé tai liéu lién quan dé ADA tham khao;

(c) the Supplier has fulfilled and accepted all the terms and conditions, including those pertaining
to the payment sum, method, and schedule, as may be stipulated under the Sanctions
Requisite Approval for Payment; and

Nha Cung Cap da tuén thi day du cac diéu khodn va diéu kién, bao gom cé cac diéu khodn
lién quan dén so tién, phwong thirc va lich thanh toan dwgc quy dinh trong Phé Duyét Bat
Bubc Vé Lénh Trieng Phat Cho Viéc Thanh Toan; va

(d) ADA has obtained its external legal advice confirming that the Sanctions Requisite Approval
for Payment is adequate and sufficient, to ADA’s satisfaction.

ADA d& nhan duwoc y kién tw van phap ly déc Idp xac nhan rdng Phé Duyét Bat Bugc Vé
Lénh Trirng Phat Cho Viéc Thanh Toan nay la hop 1é va day dd, theo danh gia cua ADA.

Without derogation to the foregoing, payment for any Services or the Deliverables or both that have
been performed up to the date of termination but have not been accepted by ADA shall be at ADA’s
absolute discretion.

Khéng énh huéng dén céc quy dinh trén, viéc thanh toan cho bat ky Dich Vu hodc Giao Pham nao
da dwo’c,thgfc hién déq ngay cham dit nhweng chwa dwgc ADA chép nhén sé hoan toan phu thuéc
vao quyét dinh tuyét doéi cua ADA.
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For the avoidance of doubt, upon termination of this Agreement pursuant to Clause 17A.4, Clause
8.2(g), Clause 8.2(h) or Clause 8.2(i), ADA shall have no obligation whatsoever to pay the Supplier
the Fees until and unless the conditions specified in Clause 17A.6 have been satisfied.

Pé tranh hiéu I4m, sau khi Théa Thuén nay bi chdm dut theo Khodn 17A.4, Khoan 8.2(g), Khoan
8.2(h) hodc Khoan 8.2(i), ADA sé khdng c6 bét ky nghia vu nao trong viéc thanh toan cho Nha Cung
Cép céac khodn Phi cho dén khi va trcr khi tét ca céac diéu kién duoc néu tai Khodn 17A.6 dwoc dap
ung déy du.

RELATIONSHIP OF PARTIES
MOI QUAN HE CUA CAC BEN

The PO is non-exclusive and ADA is free to engage others to provide the Goods and Services.
Nothing in the PO makes either Party the agent, employee or legal representative of the other for any
purpose whatsoever, nor grants either Party any authority to assume or create any obligation on
behalf of or in the name of the other Party.

Pon Hang nay la khéng déc quyén va ADA cé quyén tw do thué ngudi khéc cung cdp Hang Héa va
Dich Vu. Khéng c6 ndi dung nao trong Bon Hang khién mét Bén tré thanh dai ly, nhan vién hodc dai
dién phép ly cda Bén kia vi bat ky muc dich nao, ciing nhuw khéng cdp cho méi Bén bat ky quyén nao
dé dam nhéan hodc tao ra béat ky nghia vu nao thay méat hodc nhan danh Bén kia.

GOVERNING LAW AND JURISDICTION
LUAT AP DUNG VA TAI PHAN

Unless it is expressly stated otherwise, the PO and the PO GTC shall be construed in accordance
with the laws applicable where the corporate domicile of ADA is located, further stipulated in the
ANNEXURE A below, without reference to its conflict of law provisions, and the obligations, rights
and remedies of the Parties hereunder shall be determined in accordance with such laws.

Tree khi ¢6 quy dinh ré rang khéc, Don Hang va PKVPK Pon Hang sé duwoc hiéu theo luat 4p dung
tai noi ADA dét tru s&, duoc quy dinh tai PHU LUC A bén duéi, khéng bao gébm tham chiéu dén diéu
khodn xung doét phép luat, va céc nghia vu, quyén va bién phép khac phuc cta Céc Bén theo Théa
Thuan nay sé dwoc xac dinh theo phap luat do.

If any dispute arises between the Parties concerning matters relating to the Agreement, the Parties
herein shall use their best endeavors to resolve the dispute amicably. Failing which, the Parties agree
to submit to the exclusive jurisdiction of the local courts where the corporate domicile of ADA is
located.

Néu co bét ky tranh chdp nao phat sinh gitra Cac Bén lién quan dén cac van dé lién quan dén Thoa
Thuén, Cac Bén sé nd Iuc hét stre dé giai quyét tranh chap mot cach than thién. Néu khong thé giai
quyét, Cac Bén dong y dé trinh Ién toa an dia phwong noi ADA dat tru sé.

ANNEXURE A
PHULUCA
ADA CORPORATE DOMICILE | GOVERNING LAWS
DIA PIEM TRU SO LUAT AP DUNG
ADA Data Al Solutions Sdn Bhd (formerly Kuala Lumpur, Malaysia Malaysia
known as Axiata Digital & Analytics Sdn
Bhd)

ADA Data Al Solutions Sdn Bhd (truwéc
day goi la Axiata Digital & Analytics Sdn
Bhd)

ADA Data Al Commerce Solutions Sdn
Bhd (formerly known as ADA Asia
Malaysia Sdn Bhd)

Awake Asia Distribution Sdn Bhd

ADA Data Al Solutions Pte Ltd (formerly Singapore Singapore
known as ADA Digital Singapore Pte Ltd)

ADA Data Al Solutions Pte Ltd (trivdc day
goi la ADA Digital Singapore Pte Ltd)




ADA

CORPORATE DOMICILE
DIA DIEM TRU SO’

GOVERNING LAWS
LUAT AP DUNG

ADA Data Al Commerce Solutions Pte
Ltd (formerly known as AAD Holdings Pte
Ltd)

ADA Data Al Commerce Solutions Pte Ltd
(trivde déy goi la AAD Holdings Pte Ltd)

AAD Indochina Pte Ltd
Awake Asia Distribution Pte Ltd

PT ADA Data Solutions
PT ADA Asia Indonesia

PT Awake Asia Distribution Indonesia

Jakarta, Indonesia

Indonesia

ADA Data Al Solutons Co Ltd (formerly
known as ADA Digital (Thailand) Co.,
Ltd.)

ADA Data Al Solutons Co Ltd (trwoc day
goi la ADA Digital (Thailand) Co., Ltd.)

Bangkok, Thailand
Bangkok, Thai Lan

Thailand
Thai Lan

ADA Digital Philippines Inc
AADistribution Phils Inc

Manila, Philippines

Philippines

Branch of ADA Digital Singapore Pte Ltd

Phnom Penh, Cambodia

Cambodia

ADA Digital Singapore Pte Ltd (Branch
office)

Colombo, Sri Lanka

Sri Lanka

ADA Data Al Solutions Pte Ltd (Branch)

Seoul, South Korea

South Korea

Seoul, Han Quéc Han Quéc

ADA Data Al Solutions Limited (formerly Dhaka, Bangladesh Bangladesh

known as Axiata Digital Bangladesh

(Private) Limited)

ADA Data Al Solutions Limited (triéc day

goi la Axiata Digital Bangladesh (Private)

Limited)

Thien An Investment Co Ltd Ho Chi Minh City, Vietnam Vietnam
TP Hé Chi Minh, Viét Nam

Viét Nam

ADA Digital Analytics Private Limited

(formerly known as dhiOmics Analytics Benaaluru India

Solutions Private Limited ) 9 )

ADA Digital Analytics Private Limited An B4

(trwéc dédy goi la dhiOmics Analytics

Solutions Private Limited)

ADA Digital Analytics K.K. Tokyo, Japan Japan
Tokyo, Nhat Ban Nhéat Ban

ADA Data Al Solutions LLC

Georgia, USA

Delaware, USA
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SEVERABILITY
HIEU LUC TUNG PHAN

If any provision of the Agreement is invalid or unenforceable under any statute, regulation, ordinance,
executive order or other rule of law, such provision will be deemed reformed or deleted, as the case
may be, but only to the extent necessary to comply with such statute, regulation, ordinance, order or
rule, and the remaining provisions of the Agreement will remain in full force and effect.

Néu bét ky diéu khodn nao ctia Théa Thuén nay khéng hop 16 hodc khéng thé thi hanh theo bat ky
dao luat, quy dinh, phap Iénh, Iénh diéu hanh hodc quy dinh phép ludt nao khéc, thi diéu khodn dé
sé duoc xem la duwoc stra dbi hodc x6a ba, tuy tirng trudng hop, nhung chi trong pham vi cén thiét
dé tuén tha véi dao ludt, quy dinh, sac Iénh, ménh Iénh hodc quy tac do, va céc diéu khodn con lai
ctia Théa Thuén sé van cé day du hiéu luc.

NOTICE
THONG BAO

Any notice, invoice, request or other document to be given under this Agreementand all other
communications between the Parties with respect to this Agreementshall be in writing and in English
language and, shall be delivered by courier, ordinary mail, or by e-mail in accordance with the
addresses stated in the PO.

Bét ky théng béao, héa don, yéu céu hodc tai liéu nao khéc dwoc dua ra theo Théa Thuén nay va tat
cd céc trao dbi khéc gitra Cac Bén lién quan dén Théa Thuén nay sé duwoc Iap bang van ban va bang
tiéng Anh va sé duroc givi bang chuyén phéat nhanh, thw théng thuong hodc qua e-mail theo dja chi
ghi trong Bon Hang.

SUBCONTRACTING AND ASSIGNMENT
GIAO THAU PHU VA CHUYEN NHUONG

The Supplier may not subcontract, delegate or assign any rights under this Agreement or transfer of
its obligations under this Agreement without the prior written consent of ADA. The Supplier hereby
consents to ADA assigning or transferring its rights and obligations under this Agreement and shall
do all that is reasonably necessary to give effect to such assignment or transfer.

Nha Cung Cép khéng duoc giao théu phu phu, chi dinh hodc chuyén nhuong bét ky quyén nao theo
Théa Thuan nay hodc chuyen giao nghia vu cua minh theo Thda Thudn nay ma khéng cé s dong y
tréc bang van ban cua ADA. Nha Cung Cép déng y cho ADA chuyén nhuwong hodc chuyén giao
céc quyén va nghia vu cta minh theo Théa Thuén nay va sé thuc hién tat ca nhitng gi cén thiét moét
céach hop ly dé viéc chuyén nhuwong hodc chuyén giao dé cé hiéu luc.

Where the Supplier is permitted to subcontract the PO, the Supplier shall remain ADA's sole point of
contact and shall remain responsible for ensuring that the subcontractors comply with this
Agreement.

Trong trwong hop Nha Cung Cép duoc phép giao thau phu cho Bon Hang, Nha Cung Cép sé van la
dau moi lién hé duy nhéat cia ADA va sé chju trach nhiém dam bao rang cac nha thau phu tuan thad
Thdéa Thuén nay.

The Supplier shall ensure that the subcontractors comply with and is bound by the requirements of
this Agreement as they apply to the Supplier and it shall be responsible for all acts and omissions of
each of its subcontractors which shall be treated as if they were the acts or omissions of the Supplier
itself.

Nha Cung Cép phai ddm bao rang cac nha thau phu tuén thi va bj rang budc bdi cac yéu cau cia
Thoa Thuan nay khi‘ép dung cho Nha Cung Cép va ph’éf chiu trach nhiém vé moi hanh dong va thiéu
SOt clia tirng nha thau phy va nhiing hanh ddng va thiéu sét dé sé dwgc xem la cua chinh Nha Cung
Cép.

ADA may, in its discretion, revoke its prior approval on any of the subcontractors (including any
approved subcontractors) where, in ADA's reasonable opinion, the performance of the subcontractor
is materially inconsistent with its requirements and the terms of this Agreement.

ADA c6 thé, theo quyét dinh riéng cta minh, thu hoi sy chap thuan truée ca minh déi voi bét ky nha
thdu phu nao (bao g96m moi nha thdu phu duoc phé duyét) khi, theo quan dlem ho’p ly cta ADA, viéc
thue hién ctia nha thédu phu khéng phu hop vé mét co ban véi céc yéu céu cia ADA va céc diéu
khodn cua Théa Thuén nay.
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LANGUAGE
NGON NG

This Agreement is made in English. Notwithstanding this Agreement being signed in English
language only, each Party hereto in good faith agrees that it will not (and it will not allow or assist any
party to) in any manner or forum in any jurisdiction:

Théa Thugn nay duoc I4p bang tiéng Anh. Bét ké néu Théa Thuén nay chi dugc ky bang tiéng Anh,

nhung moi Bén dong y mét cach thién chi rang minh sé khéng (va sé khéng cho phép hodc ho tro

bat ky bén nao) dwdi bat ky hinh thirc hodc dja diém nao & bat ky khu vuc tai phan:

a) challenge the validity of, or raise or file any objection to, this Agreement or the transaction
contemplated in this Agreement;

théch thire tinh hop 1é cta, hodc dwa ra hodc ndp béat ky phadn déi nao déi véi, Théa Thuén
nay hoéc giao dich dwoc dw tinh trong Théa Thuéan nay;

b) defend its non-performance or breach of its obligations under this Agreement; and
bédo vé viéc minh khéng thuc hién hodc vi pham nghia vu ctia minh theo Thda Thuén nay;
va

c) allege that this Agreement is against public policy or otherwise does not constitute its legal,

valid and binding obligations, enforceable against it in accordance with its terms;

cdo buéc rang Théa Thudn nay di nguoc lai chinh sach céng hodc khéng céu thanh cac
nghia vu phéap ly, hop 1é va rang budc, c6 thé duworc thi hanh chong lai Bén doé theo cac diéu
khoan cta Théa Thuén;

by reason of the Agreement being made in the English language or not made in the language required
by law.

vi ly do Théa Thuan dugc I4p bang tiéng Anh hodc khdng duoc 1ap bang ngén ngir ma phap luat yéu
cau.

The Parties, if required to comply with any relevant laws, will translate this Agreement to the required
language promptly upon the request of any Party. The version of such other language shall be
deemed to be executed at the effective date of this Agreement. In the event of any inconsistency or
conflict between the English version and the version of such translated language, the English version
shall prevail.

Céc Bén, néu duoc yéu cau tuan tha bat ky luat lién quan nao, sé nhanh chéng dich Thdéa Thuén
nay sang ngén ngi¥ duoc yéu cau theo yéu céu cua béat ky Bén nao. Phién bén cla ngdén ngir khac
do sé dwoc xem la dwoc thue thi vao ngay Théa Thuan nay c6 hiéu lwe. Trong trieong hop cé bét ky
sw mau thuén hodc xung dét nao giita phién bén tiéng Anh va phién ban ctia ngén ngi dich thi phién
bén tiéng Anh sé duoc wu tién ap dung.

NO THIRD-PARTY RIGHTS:
KHONG CO QUYEN CUA BEN THU’ BA

A person who is not a party to this Agreement shall have no right to enforce any of its terms. No
person who is not a party to this Agreement shall acquire any rights under it or be entitled to benefit
from any of its terms even if that person has relied on any such term or has indicated to any Party to
this Agreement its assent to any such term.

Mét nguoi khéng phai la mot bén clia Thdéa Thuén nay sé khéng cé quyén thuc thi bat ky diéu khodn
nao ctia Thdéa Thudn nay. Khéng ai khéng phai Ia mot bén ctia Théa Thuén nay sé cé duoc bét ky
quyén nao theo Théa Thuén nay hodc duoc hudéng loi tir bat ky diéu khodn nao cta Théa Thuén
ngay cé khi nguoi d6 da dwa vao bét ky diéu khodn nao nhw vay hodc da chi ra cho bét ky Bén nao
trong Théa Thuén nay sw déng y cla ho dbi véi bat ky diéu khodn nao nhuw vay.

COSTS
CHI PHi

The Supplier shall bear the cost of stamping this Agreement. Each Party shall bear its own solicitor’s
or consultant’s costs, fees and expense in relation to the preparation, negotiation, finalisation and
signing of this Agreement.

Nha Cung C4p sé chju chi phi lién quan dén viéc dong ddu Théa Thudn nay. M&i Bén sé tw chju cac
chi phi, phi va thu lao cda lugt sw hodc tw van vién cda minh lién quan dén viéc soan thao, dam phan,
hoan tat va ky két Théa Thuan nay.
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26.1

26.2

26.3

OTHER TERMS
CAC DIEU KHOAN KHAC

The PO may be executed in any number of counterparts, each of which, when executed (via
electronic signature, electronic means or otherwise) and delivered, shall be an original, and all the
counterparts together shall constitute one and the same instrument. Delivery of the PO by email or
functionally equivalent electronic transmission constitutes valid and effective delivery.

Pon Hang cé thé duoc ky két nhiéu ban, ma méi ban khi duoc ky két (théng qua chi ky dién ti,
phuong tién dién tir hodc cach khéc) va duoc giao sé la mét ban gbc, va tat ca céc ban cung nhau
$é tao thanh mét va cung mét vén béan. Viéc givi Don Hang qua email hodc dwong truyén dién tir ¢
chtrc néng tuong duwong dwoc xem la givi hop 1é va cé hiéu luc.

To the extent necessary for the purposes of termination of the PO and for the implementation of the
provisions under the PO, each of the Parties waives any rights or obligations that the other Party may
have now or in the future under any applicable law or regulation to request or obtain the approval,
order, decision, judgment of any court to terminate this Agreement.

Trong pham vi can thiét cho muc dich chédm dit Bon Dt Hang va dé thuc hién céac diéu khoén theo
Pon D&t Hang, méi Bén ttr b moi quyén hodc nghia vu ma Bén kia hién cé hodc cé thé cé trong
twong lai theo bét ky luat hodc quy dinh 4p dung nao vé viéc yéu cdu hodc phéi cé sw phé duyét,
quyét dinh, 1énh hodc phén quyét cla bét ky toa an dé chédm dirt Théa Thuén nay.

ADA may update these PO GTC from time to time, and the Supplier is required to check this domain
periodically or ask ADA for a copy of the most recent version of these PO GTC.

ADA c6 thé cap nhéat cac DKVDKC Bon Hang nay vao timg thoi diém va Nha Cung Cap phai kiém
tra mién nay dinh ky hoac yéu cau ADA cung cap ban sao phién ban méi nhat ctia cac DKVDKC Don
Hang nay.



Schedule 1

CYBER SECURITY AND DATA PROTECTION
Phu dinh 1
AN NINH MANG VA BAO VE DU LIEU

Deliverables and Performance of Services

Giao Pham va Thwe Hién Dich Vu

1.

In supplying the Deliverables and performing the Services, and in carrying out the other tasks
allocated to it in this Agreement, the Supplier shall in accordance with Best Industry Practice:

Khi cung cép Giao Pham va thuc hi_é/j Dijch Vu cling nhw thurc hién cac nh{ém vy khac dwoc phan bé
trong Thda Thudn nay, Nha Cung Cap phai tuan theo Théng Lé Nganh Tot Nhat:

(a)

take all necessary steps to ensure that all ADA Data are protected at all times from
accidental, unauthorised or unlawful access, processing, use or transfer, or loss, misuse,
damage, destruction, corruption, or alteration and this includes the following:

thurc hién tét ca céc budc cén thiét dé dam bao rang tét ca Dir Liéu ADA luén duoc bdo vé
khai sw truy cép vé tinh, trai phép hodc bat hop phép, viéc xtr ly, st dung hodc chuyén giao,
hodc mét mat, lam dung, hw héng, phé hiy, hodc thay déi va diéu nay bao gém nhiing diéu

sau.

(iif)

have the necessary protective policies, processes, technical and organisations
measures and controls for ADA Data;

c6 céc chinh sach, quy trinh, bién phép kiém soét va ky thuéat can thiét dé bao vé D
Liéu ADA;

if the Supplier does not have the necessary protective policies, processes, technical
and organisations measures and controls for ADA Data or when the Supplier's
Personnel is in any member of ADA Group’s premises, the Supplier shall comply
with the relevant member of ADA Group’s data privacy, information technology,
security, access and usage policies, procedures and directions set out in this
Agreement or notified to it from time to time;

néu Nha Cung Cép khéng cé cac chinh sach, quy trinh, bién phap va bién phép kiém
soét ki thuét va té chirc cén thiét cho Di¥ Liéu ADA hodc khi Nhan Sy cia Nha Cung
Cép c6 mét tai bat ky co s& nao clia bat ky thanh vién cla Tap Poan ADA, Nha Cung
Cép sé tuén thu céc chinh sach, quy trinh va huwéng dén vé quyén riéng tu, céng
nghé théng tin, bdo mét, quyén truy cép va st dung cta thanh vién lién quan cia
Tap DBoan ADA dwgc néu trong Thda Thudn nay hodc duwoc thdng bao tuy tirng thoi
diém;

Notwithstanding the foregoing, the Supplier shall at a minimum implement and
maintain appropriate technical and organisational measures to ensure a level of
security appropriate to the risk, including (as applicable and proportionate):

Bét ké céc quy dinh néu trén, Nha Cung Cép téi thiéu phai trién khai va duy tri céc
bién phép ky thuat va té chirc phu hop nham dam bdo mirc do an toan tuong (ng
v&i rii ro, bao gébm (néu ép dung va pht hop):

(1) access control and least-privilege;
kiém soét truy cép va nguyén téc phan quyén téi thiéu;
(2) encryption of Personal Data in transit and at rest;
ma héa Di¥ Liéu Ca Nhan trong qué trinh truyén va khi luu tri;
(3) pseudonymisation where practicable;
Str dung méa hoéa gia khi kha thi;
(4) secure lifecycle for credentials, keys and secrets;
quy trinh vong doi an toan cho théng tin xac thuc, khéa va bi mat;

(5) network and application security (e.g., firewalls, patch management, secure
development practices);



(iv)

(v)

(vi)

an ninh mang va (g dung (vi du: tuong Itra, quan ly ban va, thurc hanh phat
trién an toan);

(6) data segregation and multi-tenant protections;
phén tach dir liéu va bao vé trong méi trirong da nguoi dung;

(7) logging, monitoring and detection capable of supporting timely breach
detection;

ghi log, giam sét va phat hién nham hé tro viéc phét hién vi pham kip thoi;

(8) regular vulnerability management, penetration testing and security reviews;
and

quan ly 16 héng, kiém thir xd4m nhép va ra soat an ninh dinh ky; va

(9) data retention and secure disposal practices in accordance with the
requirements of Applicable Laws .

thurc hién chinh séch lwu tri va tiéu hdy di lidu an toan theo yéu céu cua
céc Luat Ap Dung.

The Supplier shall further:
Nha Cung Cép ciing phai:

a) maintain evidence of implemented controls and provide such evidence to
the ADA on request;

duy tri bang ching vé céc bién phap kiém soét da duoc trién khai va cung
cép céc bang chirng dé cho ADA khi duoc yéu cau;

b) ensure that persons authorised to process Personal Data are subject to
confidentiality obligations and have received appropriate training on
Personal Data protection and security; and

dam béo rang nhitng ngudi duoc dy quyén xi ly D Liéu Ca Nhéan déu chiju
rang buéc bdi nghia vu bdo mét va da duoc dao tao day du vé bao vé va an
ninh D& Liéu Ca Nhéan; va

c) ensure any sub-processor implements equivalent technical and

organisational measures and shall remain fully liable for the sub-processor’s
acts and omissions.

dam bdo rang bat ky bén xt ly phu nao ciing trién khai céc bién phap ky
thuét va té chure tvong duong, déng thoi Nha Cung Cép van chju hoan toan
trach nhiém déi véi moi hanh vi hodc thiéu sét ctia bén xtv ly phu do.

take all necessary steps to prevent any Malware being introduced into any software
or onto any of the ADA Systems or any other systems and/or networks used by the
Supplier to access, Process, store, transmit or generate ADA Data or supply the
Services to ADA;

thuc hién tét ca cac budc cén thiét dé ngan chadn bét ky Phédn Mém Bdc Hai nao
duoc dua vao bét ky phdn mém nao hodc vao bat ky Hé Théng ADA nao hodc bét
ky hé théng va/hodc mang nao khac duoc Nha Cung Cép st dung dé truy cép, X
Ly, lwu trie, truyén hoéc tao Dir Liéu ADA ho&c cung cép Dich Vu cho ADA;

ensure that there is no unauthorised access to any of the ADA Data or ADA Systems
without the prior written consent of ADA and other relevant member(s) of the ADA
Group and/or by any unauthorised third party;

dam béo rang khéng cé quyén truy cap trai phép vao bét ky Di¥ Liéu ADA hodc Hé
Théng ADA nao ma khéng cé sw déng y truéec bang vén ban clia ADA va (céc) thanh
vién ¢ lién quan khac cta Tap Poan ADA va/hodc bdi bat ky bén thir ba trai phép
nao;

ensure that there is no unauthorised disclosure of passwords, authentication tokens
or credentials supplied by ADA or other member(s) of the ADA Group to access the
ADA Systems and in the event of an unauthorised disclosure, to remove such access
immediately, and revoke or remove such access immediately upon any personnel of
the Supplier no longer having the need to know or leaving the Supplier;
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dam bao réng khéng cé hanh vi tiét 16 tréi phép méat khdu, ma théng bao xac thuc
hodc théng tin xac thuec do ADA hodc (cac) thanh vién khac cta Tap Boan ADA cung
cép dé truy cap Hé Théng ADA va trong trirong hop cé hanh vi tiét 16 tréi phép, phai
x6a quyén truy cép doé ngay Iap tire, va thu héi hodc loai b quyén truy cap dé ngay
lap tirc déi véi bat ky nhan vién nao ctiia Nha Cung Cép ma khéng con nhu céu biét
hodc roi khéi Nha Cung Cép;

(vii) ensure that access to ADA Data shall be solely for the purpose of performing this
Agreement; and
dam bao rang quyén truy cdp vao Di¥ Liéu ADA sé chi nham muc dich thuc hién
Théa Thuén nay; va

(viii)  comply with relevant guidelines and code of practices issued by the relevant
Authority.

tuén thi céc hudéng dén va quy téc thuc hanh cé lién quan do Co Quan Cé Thém
Quyén ban hanh.

Personal Data Breach Notification
Théng Bdo Vé Vi Pham D& Liéu C4 Nhan

(b)

(c)

(d)

notify ADA of any breach of Paragraphs 1(a)(i)-(viii) of this Schedule 1 above, without undue
delay, within 24 hours upon becoming aware of any actual or suspected Personal Data
breach. Such notification shall include, to the extent known at the time:

théng béo cho ADA vé moi hanh vi vi pham Poan 1(a)(i)-(viii) ctia Phu Binh 1 néu trén, mét
cach khéng cham tré, trong vong 24 gicr ké ttr khi phat hién bét ky hanh vi vi pham hodc nghi
ng¢® vi pham D@ Liéu C4 Nhan nao. Théng béo dé sé bao gém, trong pham vi biét duoc tai
thoi diém do:
(i) the nature of the breach and the categories of affected Personal Data;

ban chét ctia sw cb vi pham va céc loai Di¥ Liéu C4 Nhén bj dnh huéng;
(ii) the number of affected Data Subjects;

sé luong Cha Thé Dir Liéu bi dnh hudéng;
(iii) likely consequences of the breach; and

céc hau qua cé thé xay ra do sw ¢ vi pham; va
(iv) measures taken or proposed to address or mitigate the breach.

céc bién phap da duoc thuc hién hodc duoc dé xuét dé khac phuc hodc giam thiéu
sw ¢ vi pham.

provide all reasonable assistance to ADA in managing the breach, including investigation,
remediation, and any notification to authorities or affected individual as required by law;

cung cép moi hé tro hop ly cho ADA trong viéc xir ly sw c6 vi pham, bao gém diéu tra, khic
phuc va thuc hién céc théng bao cho co quan cé thdm quyén hodc cé nhan bj dnh hudng
theo yéu céu cua phap luét;

cooperate fully with ADA in investigating, containing, and remedying the breach, and in
meeting any reporting obligations to regulatory authorities or affected Data Subjects. The
Supplier shall document all data breaches, regardless of materiality, and provide such
records to the Data User upon request. The Supplier shall not make any public statements
or notifications regarding the breach without the prior written approval of ADA.

hop tac day du véi ADA trong viéc diéu tra, kiém soat va khéc phuc sw ¢é vi pham, ciing nhw
trong viéc thuc hién céc nghia vu béo céo déi véi co quan quén ly hodc céc Chu Thé Diy
Liéu bj dnh huéng. Nha Cung Cép phéi ghi chép lai tat ca céc sw cé vi pham di¥ liéu, bat ké
murc dé nghiém trong, va cung cép céc hé so nay cho Bén Str dung D liéu khi duoc yéu
cau. Nha Cung Cép khéng duwoc tw y duwra ra béat ky tuyén bb céng khai hodc théng bao nao
lién quan dén sw ¢ vi pham néu chua cé sw chap thuén bang vén ban truéc cia ADA.

Biometric Data Obligations

Nghia Vu Lién Quan Bén D& Liéu Sinh Trdc Hoc
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Where the processing involves biometric identifiers or biometric information (including facial
images, fingerprints, voiceprints, or similar data), the Supplier shall:

Khi viéc xtr ly lién quan dén céc dinh danh hoéc théng tin sinh tréc hoc (bao gébm hinh &nh
khuén mét, dau van tay, giong néi hodc céc di lidu tuong tw), Nha Cung Cap phai:

(i) process such data only under the explicit written instructions of ADA;
chi xt ly céc di liéu nay theo huéng dén bang vén bén ré rang cta ADA;

(ii) apply encryption, access control, and strict segregation from other types of data;
ap dung céc bién phap ma héa, kiém soét truy cép va tach biét nghiém ngét véi cac
loai dir liéu khac;

(iii) ensure that biometric data is stored only in hashed or encrypted form, and never
retained in raw image or voice format unless strictly necessary; and

dam béo réng di¥ liéu sinh tréc hoc chi duoc lwu trik dwdi dang da bdm hodc mé hoéa,
va khéng bao gio dwoc lweu gilk dwdi dang hinh anh hodc giong néi thé trir khi thuc
sw cén thiét; va

(iv) ensure that biometric data cannot be reverse engineered to reconstruct the original
biometric feature.

dam béo rang dir liéu sinh trdc hoc khéng thé bj dao nguoc dé téi tao lai ddc diém
sinh tréc hoc géc.

The Supplier shall not use biometric data for identification, profiling, or authentication
purposes other than as expressly directed by ADA.

Nha Cung Cép khéng duoc st dung dir liéu sinh trdc hoc cho muc dich nhan dang, phén
tich hé so hodc xéc thuc ngoai pham vi duoc ADA chi dao ré rang.

The Supplier shall ensure that any collection, use, storage, or transmission of biometric data
complies with Applicable Laws.

Nha Cung Cép phai ddm béo réng moi hoat déng thu thap, st dung, luu trik hodc truyén dik
liéu sinh tréc hoc déu tuén thi cac Luat Ap Dung.

The Supplier’s Personal Data

D Liéu Cé Nhan Caa Nha Cung Cap

(@)

If the Supplier provides or provides access to Personal Data to ADA and/or ADA Group for
processing, the Supplier expressly and explicitly acknowledge and consent to the processing
of such Personal Data for the purpose of performance of this Agreement and for all other
purposes that are necessary, incidental or related to the performance of this Agreement,
including Processing of such Personal Data within and outside of the country, and the transfer
and disclosure of such Personal Data to third parties and, where necessary, outside of the
country.

Néu Nha Cung Cép cung cép hodc cho phép ADA va/hodc Tap Poan ADA truy cép vao Dik
Liéu C4 Nhén dé xir ly, Nha Cung Cép xac nhan va déng y, mot cach ré rang va minh bac,
cho viéc x ly Di¥ Liéu Céa Nhén do nhdm muc dich thuc hién Thda Thuan nay, cing nhw
cho tét cé céc muc dich cén thiét, phat sinh hodc cé lién quan dén viéc thuc hién Théa Thuan
nay, bao gém viéc xtr ly D@ Liéu Cé Nhan trong va ngoai lanh thé, ciing nhw viéc chuyén
giao va tiét 16 Di¥ Liéu Cé Nhan dé cho bén thir ba va, khi cén thiét, ra ngoai Ianh thé.

The Supplier warrants and represents that it has obtained the relevant individual's consent
in accordance with Applicable Laws to disclose such Personal Data to ADA in accordance
with this Agreement and for the purpose of the performance of this Agreement, and for all
other purposes that are necessary, incidental or related to the performance of this
Agreement.

Nha Cung Cép cam két va ddm bdo rang minh da c6 duoc sw ddng y ctia cé nhén lién quan
theo ding cac Luat Ap Dung dé tiét 16 Di¥ Liéu Ca4 Nhan dé cho ADA theo Théa Thuéan nay,
nhdm phuc vu cho viéc thurc hién Thda Thuén va cho tat ca cac muc dich cén thiét, phét sinh
hodc c6 lién quan dén viéc thuc hién Thda Thuén.

The Supplier further warrants and represents that all Personal Data disclosed or to be
disclosed to ADA and/or ADA Group is accurate and complete, and that none of it is



misleading or out of date as of the date of this Agreement. The Supplier shall promptly inform
ADA in the event of any change or update to such Personal Data and reporting obligations
to the relevant Authority.

Nha Cung Cép tiép tuc cam két va dam béo réng tét cad D Liéu Cé Nhan duoc tiét 16 hodc
sé duorc tiét 16 cho ADA va/hodc Tap Poan ADA la chinh xéc va déy du, khéng gay hiéu Iam
hoéc 16i thoi tinh dén ngay ky Théa Thuéan nay. Nha Cung Cép phai kip thoi théng béo cho
ADA trong trirong hop c6 bét ky thay déi hodc cap nhét nao déi véi D Liéu Ca Nhan do,
ciing nhw vé cac nghia vu bao céo lién quan dén Co Quan Cé Thadm Quyén.

Security Incident
Sw C6 Bdo Mat

2.

If the Supplier becomes aware of any actual or suspected:
Néu Nha Cung Cép biét duoc, du la thuc té hodc nghi ngo,:

(a) action taken through the use of computer networks that attempts to access the Supplier’s
information system or ADA Data residing on that system or that results in any actual or
potential adverse effect on the Supplier’s information system or ADA Data residing on that
system;

hanh déng dwoc thuc hién théng qua viéc st dung mang may tinh nhdm cé géng truy cép
hé théng théng tin ciia Nha Cung Cép hodc Di¥ Liéu ADA trén hé théng dé hodc hanh déng
dan dén bét ky téc déng bat loi thuc té hodc tiém an nao dbi véi hé théng théng tin cia Nha
Cung Cép hodc D Liéu ADA trén hé théng do;

(b) any other unauthorised access or use by a third party or misuse, damage or destruction of
any ADA Data by any person;

béat ky truy cap hodc str dung trai phép béi bén thir ba hodc lam dung, lam huw héng hodc pha
hdy bét ky D Liéu ADA béi bét ky nguoi nao;

(c) breach of any Applicable Laws or any applicable law in relation to cyber security by the
Supplier; or

vi pham bét ky Luat Ap Dung hodc bét ky luat 4p dung nao lién quan dén an ninh mang bdi
Nha Cung Cép; hodc

(d) occurrence that actually or potentially jeopardises the confidentiality, integrity, or availability
of an information system or the information the system Processes, stores or transmits or that
constitutes a violation or imminent threat of violation of security policies, security procedures
or acceptable use policies,

sw ¢é thuc sw hodc cé kha ndng géy nguy hiém cho tinh bdo mat, tinh toan ven hodc tinh
s&n c6 ctia hé théng théng tin hodc théng tin ma hé théng X Ly, lwu trik hodc truyén tai hodc
sw ¢b cau thanh vi pham hodc de doa sap xay ra vi pham cac chinh sach bdo mat, quy trinh
bdo mat hodc chinh sach str dung dwoc chap nhén,

(respectively or collectively shall be referred to as a “Security Incident”)
(goi riéng hodc chung la “Sw C6 Bao Mat’)

the Supplier shall notify ADA and other relevant member(s) of the ADA Group in writing immediately
(and no longer than 24 hours after becoming aware of the Security Incident and to provide the
necessary assistance to ADA or other relevant member(s) of the ADA Group in relation to the said
Security Incident and this includes the following:

Nha Cung Cép phai théng bao cho ADA va (céc) thanh vién cé lién quan khac cua Tap Poan ADA
bang van ban ngay lap tirc (va khéng qué 24 gicr sau khi biét vé Sy C6 Bdo Mat va cung cép hé tro
cén thiét cho ADA hodc (céc) thanh vién cé lién quan khac cla Tap Poan ADA) lién quan dén Sy C
Bdo Mat néi trén, va viéc hé tro nay bao gém nhikng vén dé sau:
(i) to provide the full details of the Security Incident and keep ADA and other relevant member(s)
of the ADA Group updated at all times thereafter in relation to the Security Incident;
cung cép toan bé chi tiét vé S C An Ninh va sau dé cap nhéat cho ADA ciing nhw (céc)
thanh vién cé lién quan khac cua Tap Boan ADA tai moi thoi diém, lién quan dén Sw C6 Béo
Mat;
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(ii) to assist in the investigations, mitigation and remediation of the Security Incident and in
meeting any obligations to report the Security Incident to the relevant authorities;

hé tro moi cuéc diéu tra, gidm nhe va khdc phuc Sw Cb6 Bdo Mat va dap (g moi nghia vu
béao céo Sw Cé Bdo Mat cho céc co quan cé thdm quyén lién quan;

(iii) where applicable, to assist ADA and other relevant member(s) of the ADA Group to handle
and comply with their respective obligations in complying with Data Subjects’ rights;

trong trivong hop ap dung, hé tror ADA va (céac) thanh vién ¢6 lién quan khéac cla Tap Poan
ADA xt¥ ly va tuén thi céc nghia vu twong (g cta ho trong viéc tuén thi céac quyén cia Chi
Thé D Liéu;

(iv) to provide the relevant evidence (including digital forensic evidence) about how, when and
by whom the Supplier's information system or the ADA Data has or may have been

compromised; and to preserve and protect the relevant evidence herein for a period of at
least 12 months;

cung cép bang chirng lién quan (bao gém bang chirng phéap y ky thuét sb) vé cach thirc, thoi
diém va nguoi gay ra viéc hé théng théng tin cia Nha Cung Cép hodc D Liéu ADA da hoéc
c6 thé bj x4m pham; déng thoi lwu gilk va bdo vé bang chirng lién quan dé trong khodng thoi
gian it nhat la 12 thang;

(v) to implement any mitigation strategies to contain and reduce the impact of the Security
Incident or the likelihood or impact of any future similar event, incident or breach.

thuc hién bat ky cac chién lwoc gidm thiéu nham ngdn chan va gidm thiéu tac dong cua Sw
C6 Bdo Mat hodc khd ndng hodc tac déng cla bét ky trirong hop, sw cb hodc vi pham tuong
tw nao trong twong lai.

In the event of a Security Incident, without limiting any other provisions herein, ADA and other relevant
member(s) of the ADA Group may investigate or engage a third party to conduct a forensic investigation
and to identify the root cause of such Security Incident. Where an investigation is requested by ADA,
the Supplier will immediately provide to ADA and other relevant member(s) of the ADA Group or the
relevant third party such information and access as may be relevant to the Security Incident, including
information on and access to:

Trong truong hop xay ra Sy Cé Bdo Mat, khéng gi6i han bét ky diéu khodn nao khéc trong Théa Thuén,
ADA va céc thanh vién lién quan khéc cta Tap Poan ADA c6 thé tu tién hanh diéu tra hodc thué bén
thir ba thuc hién diéu tra phdp y nhdm xéc dinh nguyén nhén géc ré cua Sw C6 Bdo Méat d6. Khi ADA
yéu céu tién hanh diéu tra, Nha Cung Cép phai ngay Iap tirc cung cép cho ADA, céc thanh vién lién
quan khéc ctia Tap Poan ADA hodc bén thir ba cé lién quan, moi théng tin va quyén truy cép co lién
quan dén Sy C6 Bdo Mat, bao gébm nhung khéng giéi han:

(a) audit trails related to the Security Incident, whether access is required on or to the Supplier’s
premises, the Supplier's sub-contractors’ (if any) premises, the Supplier's Sub-Processor’s (if
any) premises, or otherwise;
dir liéu kiém toan lién quan dén Sw Cé Bdo Mat, du viéc truy cap nay duoc yéu céu tai tru sé cla
Nha Cung Cép, nha théu phu ctia Nha Cung Cép (néu cb), Bén Xt Ly Phu cua Nha Cung Cép
(néu c6), hodc & noi khéc;

(b)  employment (including background checks) and training records;
hé so nhén su (bao gébm cé két qua kiém tra ly lich) va hd so dao tao;

(c) security policies, procedures and guidelines; and
chinh séach, quy trinh va huwéng dan an ninh; va

(d) files, records, tapes, or recordings in the control of the Supplier.
hé so, tai liéu, bdng hodc ban ghi do Nha Cung Cép quan ly.

If it is proven that the Security Incident is caused by the Supplier through its acts or omissions, the
Supplier shall bear the costs of forensic investigation conducted by the third-party investigator.

Néu duoc chirng minh réng Sw Cé Bdo Méat do hanh dong hodc thiéu sét cia Nha Cung Cép gay ra,
thi Nha Cung Cép phai chiu toan bo chi phi diéu tra phap y do bén thir ba thuc hién.



2C. The Supplier shall:
Nha Cung Cép phai:

(a) notify ADA and other relevant member(s) of the ADA Group by telephone and in writing (by email)
immediately upon becoming aware of any:

Théng bao cho ADA va céc thanh vién lién quan khéc cua Tap Poan ADA qua dién thoai va bang
vén bén (qua email) ngay Iap tirc khi phét hién bat ky:

(i) Security Incident; and
Sw C6 Bdo Mat; va

(i)  technical difficulties that may compromise any ADA System or the Supplier's ability to
safeguard ADA Data and Confidential Information.

khé khén ky thuat cé thé anh hwdng dén hé théng ADA hodc kha ndng clia Nha Cung
Cép trong viéc bdo vé D Liéu ADA va Théng Tin Bi Mat.

(b) A notice pursuant to Paragraph 2C(a) of this Schedule 1 above shall be sent to:
Théng béao theo Khodn 2C(a) ctia Phu Binh 1 néu trén phai duoc givi dén:
Name/ Tén: ADA Data Protection Officer
Email: dpo@adaglobal.com

(c) Subsequent to the notification as per Paragraphs 2C(a) and (b) of this Schedule 1 above, the
Supplier shall ensure that the final remediation time relating to a Security Incident shall be in
accordance with the following timelines:

Sau khi gtvi théng béo theo Khoédn 2C(a) va (b) cia Phu Dinh 1 néu trén, Nha Cung Cap phai
dam bao rang thoi gian khac phuc cuéi cung lién quan dén Sw Cé Bao Mat tuan theo cac méc
thoi gian sau:

*External *Internal *External/ Internal
*Bén Ngoai *Noi B *Bén Ngoai/ Noi B
Information
Security P1 ) P1 ) P3 P3
Incident
Severity
Mcre Do
Nghiém Trong
Cla Sw C6 Bao
Mat Théng Tin
Containment 4 hours 48 hours 4 hours 48 hours 21 days 21 days
(from — first) /.5 48 gio 4 gio: 48 gio 21 ngay 21 ngay

notification or
remediation by
ADA or the
Supplier,
whichever is
earliest)

Ngaén chan
(tinh tor  khi
ADA hodac Nha
Cung Céap
théng bao
hoac thuwc hién
bién phap
khac phuc dau
tién, tuay thoi
diém nao xay
ra trwéc)




Complete 48 hours if | 15daysifno | 48 hours if | 15daysifno | 30 daysifno | 30 daysifno
remediation no software | software no software | software software software
time (from first | patch is | patch is | patch is | patch is | patch is | patch is
notification or | required or | required or | required or | required or | required or | required or
remediation by | with with with with hardware with
ADA or the | hardware hardware hardware hardware with hardware
Supplier, component | component | component | component | component | component
whichever is | replacement | replacement | replacement | replacement | replacement | replacement
earliest) 48 gio néu | 15 ngay néu | 48 gio néu | 15 ngay néu | 30 ngay néu | 30 ngay néu
Thoi gian hoan | khéng cén | khéng cén | khéng cén | khéng cén | khéng céan | khéng cén
thanh  khdc | ban vé phédn | ban vé phédn | ban vé phédn | ban vé phédn | ban vé phan | ban vé phan
phuc (tinh tir | mém hodc | mém hodc | mém hodc | mém hodc | mém hodc | mém hodc
khi ADA hodc | thay thé linh | thay thé linh | thay thé linh | thay thé linh | thay thé linh | thay thé linh
Nha Cung Céap | kién phén | kién phén | kién phén | kién phén | kién phén | kién  phén
théng bao | cteng cirng cirng cirng cing clrng
hodc thuwc hién
bién phdp 15 days 30 days 15 days 30 days 60 days 60 days
khdc phuc dau | 15 ngay 30 ngay 15 ngay 30 ngay 60 ngay 60 ngay
tién, tay thoi
diém nao xay
ra trwérc)
e Containment is achieved when the vulnerability is arrested from progressing further. This needs
to be done with minimal or no impact on other services.
Viéc ngan chan dat duoc khi 16 hong duoc kiém soat, ngadn chan lan réng thém. Viéc nay can
dworc thure hién véi mire A anh huwdng téi thiéu hodc khéng anh hudng dén cac dich vu khac.
¢ Complete Remediation (No Software Patch) — is the activity of permanently fixing the vulnerability
through non-software related updates (eg: configuration changes, or changes made to other
systems).
Khéc phuc hoan toan (Khéng co ban va phan mém) — la hoat déng khdc phuc vinh vién 16 héng
théng qua cac bén cép nhat khéng lién quan den phan mém (vi du: thay doi cau hinh hogc thay
dbi dwoc thure hién doi voi cac hé thong khac).
o Complete Remediation (Software Patch) — is the activity of permanently fixing the vulnerability
through a software update or upgrade.
Khéc phuc hoan toan (Ban vé phan mém) — la hoat déng khac phuc vinh vién 16 hong théng qua
cap nhat hodac nang cap phan mém.
*“External” refers to computing systems and applications which are on the internet or outside the
protected network of the relevant Customer. “Internal”’ covers similar assets inside the relevant
Customer’s protected network.
*Bén Ngoai” dung dé chi céc hé thbéng va g dung méy tinh trén internet hodc bén ngoai mang
duroc bdo vé cla Khach Hang lién quan. “Néi Bé” bao gdém céc tai sén tuong tw bén trong mang
dwoc bao vé cua Khach Hang lién quan.
(d)  Definition of the priorities are set out in Paragraph 23 of this Schedule 1.
Pinh nghia vé mirc do wu tién duoc quy dinh tai Khodn 23 cia Phu Dinh 1 nay
Insurance
Béo Hiém
3. The Supplier shall maintain insurance to protect against the risks of any Security Incident and comply

with the provisions of the insurance policy.

Nha Cung Cép sé duy tri bdo hiém dé béo vé truée nhitng rii ro clia bat ky Sw Cb Bdo Mét nao va
tuan thu céc quy dinh ctia hop déng béo hiém.

Subcontracts, Supply Chain Arrangements and contracts with Sub-Processors
Hop Béng Phu, Théa Thuan Chuébi Cung Ung Va Hop Pong V&i Bén X Ly Phu



The Supplier shall ensure that:

Nha Cung Cép dam bao rang:

(@)

(b)

all subcontracts, other supply chain arrangements and contracts with Sub-Processors, which
may allow or cause access to ADA Data, contain provisions that are at least as stringent as
those in this Schedule 1 and do not contain any provisions that are inconsistent with this
Schedule 1; and

tat ca cac hop déng phu, céc thda thuén chudi cung ting khéc va hop doéng véi Bén X Ly
Phu, ma c6 thé cho phép hodc tao ra quyén truy cap vao Di¥ Liéu ADA, déu chira céc diéu
khoén it nhat nghiém ngét nhw céc diéu khoén trong Phu Dinh 1 nay va khéng chira béat ky
diéu khodn nao khéng nhét quén véi Phu Pinh 1 nay; va

all the Supplier's Personnel who have access, directly or indirectly, to ADA Data or ADA
Systems comply with this Schedule 1 as if the Personnel were the Supplier.

tat cd Nhan Sw cua Nha Cung Cép ma cé quyén truy cép truc tiép hodc gian tiép vao Dy
Liéu ADA hoac Hé Théng ADA déu tuan tha Phu Dinh 1 nay nhuw thé Nhan Sw do la Nha
Cung Cép.

Obligations relating to Data Protection

Nghia Vu Lién Quan Bén Béo Vé Dt Liéu

5.

The Supplier shall:

Nha Cung Cép sé

(a)

(c)

(d)

at all times comply with the Applicable Laws in respect of the Processing, of Personal Data
of ADA and other members of the ADA Group, including but not limited to Personal Data of
the customers or employees of ADA or other members of the ADA Group;

luén tudn tha Luat Ap Dung déi véi Viéc Xir Ly Dl Liéu Cé Nhén clia ADA va céc thanh vién
khéac cta Tap Poan ADA, bao gébm nhung khéng gidi han Di Liéu Cé Nhén ctua khéch hang
hodc nhén vién cta ADA hoéc céac thanh vién khac cta Tdp Doan ADA;

not do or omit to do anything that would cause ADA or other members of the ADA Group to
contravene, or that would result in ADA or other members of the ADA Group contravening,
any Applicable Laws;

khéng lam hodc bé qua bét ky diéu gi c6 thé khién ADA hodc céc thanh vién khéc cua Tap
Doan ADA vi pham hoéc sé dan dén viéc ADA hodc cac thanh vién khac cta Tap Doan ADA
vi pham bét ky Luat Ap Dung nao;

only Process Personal Data of ADA and other members of the ADA Group for the sole
purpose of performing the Services and in accordance with this Agreement. The Supplier
shall immediately notify ADA and other relevant member(s) of the ADA Group if the data
Processing instruction infringes the Applicable Laws;

chi Xt&r Ly Dir Liéu Ca Nhan cta ADA va céc thanh vién khac cua Tap Boan ADA cho muc
dich duy nhét Ia thue hién Dich Vu va phu hop véi Théa Thuén nay. Nha Cung Cép sé théng
bao ngay cho ADA va (céc) thanh vién cé lién quan khac cla Tap Boan ADA néu huéng dén
Xt Ly di liéu vi pham Ludt Ap Dung;

not transfer, access or remotely access Personal Data of ADA Data or other members of the
ADA Group without the prior written consent of ADA and other relevant member(s) of the
ADA Group. The Supplier shall ensure that:

khéng chuyén, truy cap hodc truy cép tir xa D Liéu Cé Nhén ctua D Liéu ADA hodc cac
thanh vién khéac cta Tap Poan ADA ma khéng cé sw déng y truéc bang van bén clia ADA
va (céc) thanh vién cé lién quan khac ctua Tap Poan ADA. Nha Cung Cép phai ddm béo réng

(i) any transfer of, or remote access to, Personal Data or ADA Data or data or other
members of the ADA Group does not contravene any provisions of this Agreement
or any Applicable Laws and that the transfer of such Personal Data shall be
encrypted over public and wireless network;

moi hoat déng truyén hodc truy cép ttr xa vao Dir Liéu Cé Nhén, Di Liéu ADA hodc
bat ky diF liéu ctia cac thanh vién khéc ctia Tap Poan ADA khéng tréi véi bat ky diéu
khodn nao cta Thda Thuan nay hodc bat ky Luét Ap Dung nao va viéc truyén D
Liéu Ca Nhéan doé sé dwoc ma héa qua mang céng cdng va khéng day;



(e)

(f)

(ii) comply only with ADA instructions concerning the transfer of ADA Data;
tuan thu cac huéng dan cua ADA lién quan dén viéc chuyén giao Di¥ Liéu ADA;

(iii) provide reasonable assistance and information to enable the ADA to meet its
obligations under Applicable Laws; and

cung cép hé tro va théng tin hop ly dé giup ADA thuc hién céc nghia vu ctia minh
theo céc Luét Ap Dung; va

(iv) it shall not subcontract any cross-border transfer of ADA Data to any organisation or
transfer ADA Data to any without (i) ADA's prior written consent, and (ii) ensuring
equivalent safeguards are in place (contractual clause, technical, or legal — as
applicable, approved under applicable data protection laws). The Supplier shall
provide ADA with the identity and location of any proposed sub-processor and any
documentation necessary for the cross-border transfer assessment.

Nha Cung Cép khéng dwoc thué ngoai bat ky hoat dong chuyén giao D Liéu ADA
xuyén bién giéi cho bét ky té chirc nao hodc tw y chuyén giao Di¥ Liéu ADA ma
khéng c6 (i) sw chép thuén truée bang van ban cua ADA; va (i) dém béo rang céac
bién phép béo vé tuong duong da duoc thiét Iap (bao gém diéu khodn hop déng,
bién phap ky thuat hoac phap ly — tuay trirong hop, dwoc phé duyét theo quy dinh
vé bdo vé dir liu hién hanh). Nha Cung Cép phai cung cép cho ADA théng tin vé
danh tinh va dja diém cua bat ky bén xt ly phu nao dwoc dé xuét, ciing nhw moi tai
liéu cén thiét phuc vu cho viéc dénh gia hoat déng chuyén giao di liéu xuyén bién
gioi.
not engage a Sub-Processor to Process any Personal Data of ADA and other members of
the ADA Group or change any Sub-Processor without the prior written consent of ADA and
other relevant member(s) of the ADA Group. Where the Supplier engages any such Sub-
Processor, the Supplier shall ensure that the Sub-Processor adheres to the same obligations
as the Supplier’s obligations with respect to ADA Data and Confidential Information in this
Agreement. The Supplier shall be responsible for verifying the Sub-Processor’'s compliance
and responsible to ADA and other relevant member(s) of the ADA Group for any non-
compliance by any Sub-Processor with the aforesaid obligations or any applicable laws;

khéng thué Bén Xt Ly Phu dé Xt Ly bét ky Di¥ Liéu Ca Nhan nao cta ADA va céac thanh
vién khéc cla Tap Poan ADA hodc thay déi bat ky Bén Xt Ly Phu nao ma khéng cé sw déng
y tréc bang van ban cla ADA va (cac) thanh vién cé lién quan khac cta Tap Poan ADA.
Khi Nha Cung Cép thué bét ky Bén Xt Ly Phu nao, Nha Cung Cép phéi ddm bao réng Bén
Xt Ly Phu tuén thi cac nghia vu tuong tw nhw nghia vu ctia Nha Cung Cép dbi véi D Liéu
ADA va Théng Tin Bi Méat trong Théa Thuan nay. Nha Cung Cép sé chju tréch nhiém xéc
minh s tuén tha cda Bén X& Ly Phu va chju trach nhiém trirdc ADA va (cac) thanh vién cé
lién quan khéac cia Tap Poan ADA vé moi hanh vi khéng tuén tha cda bét ky Bén X Ly Phu
nao vaoi cac nghia vu noi trén hoac bét ky luat hién hanh nao;

ensure that if the Supplier or its Sub-Processor (where applicable) receives a complaint or
any request (including but not limited to requests for access, correction, deletion, or
withdrawal of consent of Personal Data) from any Data Subject or his/her agents, or from
any authority, the Supplier must, without undue delay, inform ADA and other relevant
member(s) of the ADA Group of the complaint or request. Upon request by ADA or other
relevant member(s) of the ADA Group, the Supplier shall, without undue delay, supply the
information to ADA and other relevant member(s) of the ADA Group to enable them to
respond to such complaint or request. The Supplier shall not respond to these complaints or
requests unless instructed in writing by ADA,

dam bao rang néu Nha Cung Cap hoac Bén Xw Ly Phu cua Nha Cung Cap (néu co) nhan
dwo’c khiéu nai hodc bét ky yéu cu nao (bao gém nhwng khong gi6i han déi véi cac yéu cau
vé viéc truy cép, chinh stra, x6a bd hodc rit lai sw déng y dbi véi Div Liéu Cé Nhén) tir bat
ky Cha Thé Di¥ Liéu nao hodc dai dién cta ho hodc tir bat ky co quan nao, thi Nha Cung
Cép phai théng bao ngay cho ADA va (c4c) thanh vién cé lién quan khac cla Tép Poan ADA
vé khiéu nai hodc yéu céu dé ngay Iap tire. Theo yéu cau cua ADA hodc (cac) thanh vién cé
lién quan khéc cta Tap Poan ADA, Nha Cung Cép sé cung cép ngay théng tin cho ADA va
(céc) thanh vién cé lién quan khéc ctia Tap Poan ADA dé ho c6 thé phén héi khiéu nai hodc
yéu cdu dé. Nha Cung Cép sé khéng phan hdi nhitng khiéu nai hodc yéu cau nay trir khi cé
hwéng dén béng vén ban cta ADA;



(¢))

(h)

(k)

maintain appropriate technical and organisational measures to facilitate the timely retrieval,
correction, or erasure of Personal Data when instructed by ADA. Where a Data Subject
withdraws consent, the Supplier shall, upon instruction from ADA, cease processing and
securely delete the relevant Personal Data, unless retention is required under Applicable
Laws.

duy tri cac bién phép ky thuét va té chirc phu hop dé hé tro viéc truy xuét, chinh stra hodc
x6a DiF Liéu C4 Nhén mot céch kip thoi khi dwoc ADA yéu céu. Truong hop Chi Thé D
Liéu rut lai sw dbng y, Nha Cung Cép phai, theo hwéng dan ctia ADA, ngirng xt ly va xéa an
toan D@ Liéu Ca Nhan lién quan, trir khi viéc luu giik 1a bat budc theo quy dinh Luét Ap Dung.

establish and maintain a record of Personal Data Processing activities in electronic form and
shall furnish a copy of the up-to-date record to ADA and other relevant member(s) of the ADA
Group upon request. Such record shall, at the minimum, contain the following information:
thiét 1ap va duy tri hd so vé cac hoat déng Xt Ly Di¥ Liéu C4 Nhén & dang dién tir va phéi
cung cép ban sao hd so cdp nhat cho ADA va (céc) thanh vién cé lién quan khac cia Tép
Poan ADA theo yéu c&u. H6 so dé it nhat phéi chira céc théng tin sau:
(i types/categories of Personal Data Processed;

loai/danh muc D& Liéu Ca Nhén duwoc Xir Ly;
(ii) transfer details, including countries transferred to and the safeguards for the transfer;

théng tin chi tiét vé viéc chuyén giao, bao gébm céac quéc gia dwoc chuyén dén va
céc bién phap bdo vé cho viéc chuyén giao;

(iii) information of the Sub-Processor and details of the Processing activity;
théng tin clia Bén Xt Ly Phu va chi tiét vé hoat dong Xu Ly;

(iv) specific data security requirements;
yéu céu bdo mat di liéu cu thé;

(v) information of the Supplier and its Data Protection Officer or appointed officer
responsible for the Processing of Personal Data; and

théng tin ctia Nha Cung Cép va Nhan Vién Bdo Vé Dir Liéu cuia Nha Cung Cép hodc
nhéan vién dwoc chi dinh chju trach nhiém Xt Ly D@ Liéu Cé Nhéan; va

(vi) technical and organizational security measures employed by the Supplier to
safeguard Personal Data.

céc bién phap bdo mét ky thuat va té chirc duoc Nha Cung Cép st dung dé bao vé
D Liéu Ca Nhan.
provide reasonable assistance to ADA and other relevant member(s) of the ADA Group with

any data protection impact assessment and consultation with supervisory authority, when
required by ADA or other relevant member(s) of the ADA Group; and

cung cép hé tro hop ly cho ADA va (céc) thanh vién cé lién quan khéac cta Tap Poan ADA
trong moi hoat déng danh gia tac dong bao vé dir liéu va tham van véi co quan giam sat, khi
ADA hoéc (céac) thanh vién lién quan khac cua Téap Poan ADA yéu céu; va

assist ADA and other relevant member(s) of the ADA Group in any investigations, mitigation
and remediation related to Personal Data Processed and in meeting any obligations to report
any breach, outcome of investigations and any queries related to the Services to the relevant
authorities.

hé tror ADA va (céac) thanh vién cé lién quan khéc cda Tap Poan ADA trong moi cudc diéu
tra, gidm nhe va khéc phuc lién quan dén Di¥ Liéu Cé Nhan dwoc Xt Ly va dép (ng moi
nghia vu béo céo moi vi pham, két qué diéu tra va moi thdc méc lién quan dén Dich Vu cho
cac co quan co lién quan.

In respect of Personal Data:

Lién quan dén D Liéu Ca Nhan:

(i) in the event of any conflict or inconsistency between this Paragraph 5 of Schedule 1
and any other provisions in this Agreement, the former shall prevail to the extent of
the conflict or inconsistency;



trong trrong hop c6 bat ky xung dét hodc mau thuén nao giira Poan 5 cta Phu Binh
1 va bét ky diéu khodn nao khéc trong Théa Thuén nay, thi Poan 5 sé duwoc wu tién
ap dung trong pham vi xung dét hodc khéng nhét quan;

(ii) if compliance with any mandatory Applicable Laws will result in any conflict with any
provisions in this Agreement, the Supplier shall comply with such mandatory
Applicable Laws to the extent of the conflict; and

néu viéc tuan thu béat ky Luét Ap Dung bat budc nao sé dan dén bét ky xung dot nao
v6i bét ky diéu khodn nao trong Théa Thuén nay, Nha Cung Cép sé tuén thi céc
Luét Ap Dung bét budc dé trong pham vi xung dét; va

(iii) in the event of any conflict or inconsistency between any provisions in this Schedule
1 and any provisions in Clause 16, the former shall prevail to the extent of the conflict
or inconsistency.

trong truong hop cé béat ky xung dét hodc méu thuén nao gicra bét ky diéu khoén
nao trong Phu Dinh 1 nay va bét ky diéu khoén nao trong Diéu 16, diéu khodn trong
Phu Binh 1 sé dworc wu tién ép dung trong pham vi xung dot hodc khéng nhét quén.

0] Upon termination of this Agreement, the Supplier shall permanently and irreversibly delete
all Personal Data (including biometric data) unless retention is expressly authorised or
required by Applicable Laws.

Khi Théa Thuén nay chdm dut, Nha Cung Cép phai xéa vinh vién va khéng thé khéi phuc
toan b6 Di¥ Liéu Cé Nhan (bao gém cé diF liéu sinh tréc hoc), trir khi viéc lwu gitk duoc phap
ludt cho phép hodc yéu céu ré rang theo Luéat Ap Dung.

Audit & Vulnerability Scans

Kiém Tra va Quét L6 Héng Bao Mat

6.

ADA and other relevant member(s) of the ADA Group may conduct, or require a third party nominated
by them to conduct, a security audit of the Supplier’s facilities, safeguards, policies, procedures and
security measures in place to protect the ADA Data and Confidential Information at any time and from
time to time during the Term, including if directed by the data protection authority or if necessary due
to any accidental, unauthorised or unlawful access to, Processing, use or transfer of, or loss, misuse,
damage or destruction of, any ADA Data. The Supplier shall make available all information necessary
to demonstrate compliance with the provisions of this Agreement and Applicable Laws and this
includes access to the books, records, correspondence, accounts, and non-confidential supporting
documentation such as Supplier's most current information security statement and digital forensic
evidence.

ADA va (céc) thanh vién c6 lién quan khéc cla Tap Poan ADA cé thé tién hanh hodc yéu céu bén
thir ba do ho chi dinh tién hanh kiém tra bdo mat déi véi co s& véat chét, bién phap bao vé, chinh
séch, thu tuc va bién phép bdo mat hién cé cia Nha Cung Cap dé bdo vé Di¥ Liéu ADA va Théng
Tin Bi Mat vao bét ky luc nao va tuy ting thoi diém trong Thoi Han, bao gém cé khi ¢é chi dao cla
co quan bdo vé di lidu hodc néu can thiét do bét ky suw truy cép vo tinh, tréi phép hodc bat hop phép
nao vao, Xt Ly, str dung hodc chuyén giao hodc lam mét, st dung sai muc dich, thiét hai hodc pha
hay bét ky D@ Liéu ADA nao. Nha Cung Cép sé cung cép tét ca thdng tin cén thiét dé chirng minh
sw tuén tha cac quy dinh cda Thda Thuén nay va Luat Ap Dung va diéu nay bao gém quyén truy cap
s6 sach, hé so, thuw tir, tai khodn va tai liéu hé tro khéng mang tinh bdo mat nhuw tuyén bé bdo mét
théng tin méi nhét ciia Nha Cung Cép va bang chirng phép y ky thuét sé.

Further to Paragraph 6 of this Schedule 1, the Supplier may engage its own auditor, provided such
auditor is acceptable to ADA and other relevant member(s) of the ADA Group, and shall furnish the
auditor’s report to ADA and other relevant member(s) of the ADA Group for their review. Subject to
Paragraph 8 of this Schedule 1, each Party will bear its own cost of audit pursuant to Paragraph 6
and Paragraph 7 of this Schedule 1.

Ngoai Poan 6 ctia Phu Binh 1 nay, Nha Cung Cép cé thé thué kiém toén vién riéng ctia minh, mién
Ia kiém toan vién dé duoc ADA va (céc) thanh vién cé lién quan khac ctua Tap Boan ADA chép nhan,
déng thoi phéi cung cap béo céo kiém toan cho ADA va thanh vién lién quan khéc (céc) cua Tap
Poan ADA dé ho xem xét. Phu thuéc vao Poan 8 clia Phu Dinh 1 nay, mbi Bén sé chiu chi phi kiém
toan riéng theo Doan 6 va Doan 7 cta Phu Dinh 1 nay.

If the results of the security audits demonstrate that the Supplier has breached any of its obligations,
or that the Supplier's safeguards and security measures in place to protect the ADA Data or
Confidential Information do not meet Best Industry Practice, or there is a reasonable risk of material



10.

security breaches, the Supplier shall (without limiting ADA’s rights and remedies):

Néu két qua kiém tra bdo mat chirng minh rdng Nha Cung Cép da vi pham bét ky nghia vu nao cta
minh, hodc céc bién phép béo vé va bdo méat dwoc Nha Cung Cép &p dung dé bdo vé Dir Liéu ADA
hodc Théng Tin Bi Mat khéng dap tng Théng Lé Nganh Tét Nhét, hodc cé nguy co xay ra vi pham
an ninh nghiém trong hop ly, Nha Cung Cép sé (khdng gi¢i han céc quyén va bién phép khdc phuc
cta ADA):

(a) pay ADA’s and other relevant member(s) of the ADA Group’s costs associated with the
security audit; and

thanh toan chi phi cho ADA va (cac) thanh vién co lién quan khac cta Tap Poan ADA lién
quan dén viéc kiém tra bdo mét; va

(b) promptly take such steps as are necessary to remediate the issues identified in respect of
the safeguards and security measures to the Best Industry Practice identified as adequate in
the security audit and will provide to ADA and other relevant member(s) of the ADA Group
regular status updates of such remediation. The frequency of such status updates will be
agreed upon by the Supplier and ADA and other relevant member(s) of the ADA Group but
in any event will be at least once every seven (7) days.

nhanh chéng thuc hién céc buéc can thiét dé khac phuc céc van dé duoc xac dinh lién quan
dén cac bién phap bao vé va an ninh theo Théng Lé Nganh Tét Nhat duwoc xac dinh la day
du trong qué trinh kiém tra an ninh va sé thuong xuyén cung cdp cho ADA va (céc) thanh
vién lién quan khac cta Tap Poan ADA cép nhat vé tinh trang khac phuc cac van dé dé. Tén
suét cap nhét sé duoc Nha Cung Cép, ADA va (céc) thanh vién cé lién quan khéc cua Tap
Poan ADA théng nhét nhung trong moi truong hop sé it nhét la bay (7) ngay mét lan.

In addition, ADA and other relevant member(s) of the ADA Group may conduct periodic vulnerability
scans of any network or site maintained by the Supplier that stores ADA Data or Confidential
Information. The Supplier shall take all reasonable steps to facilitate such scans by ADA and other
relevant member(s) of the ADA Group and shall promptly remediate any vulnerability identified by
ADA and other relevant member(s) of the ADA Group within the timelines as may be or to be
stipulated by ADA and other relevant member(s) of the ADA Group.

Ngoai ra, ADA va (céc) thanh vién cé lién quan khac cta Tap Poan ADA cé thé tién hanh kiém tra 16
héng bdo mat dinh ky déi véi bét ky mang hodc trang web nao do Nha Cung Cép duy tri ¢é lwu triv
D Liéu ADA hodc Théng Tin Bi Mat. Nha Cung Cép sé thurc hién tét ca cac bude hop ly dé tao diéu
kién thuan loi cho viéc kiém tra d6 ctia ADA va (céc) thanh vién cé lién quan khac cua Tap Poan
ADA va sé khéc phuc kip thoi moi 16 héng duoc xéc dinh béi ADA va (céc) thanh vién cé lién quan
khéc cta Tap Poan ADA trong khung thoi gian cé thé hodc duoc quy dinh béi ADA va (céac) thanh
vién co lién quan khac ctia Tap Doan ADA.

The Supplier shall ensure that any and all electronic transmission or exchange of system and
application data with ADA and other member(s) of the ADA Group and any other parties designated
by ADA shall take place via secure means (e.g. using S/IMIME, HTTPS or SFTP or equivalent).

Nha Cung Cép phai ddm béo rang moi hoat déng truyén hodc trao déi dién tu dir liéu hé théng va
tng dung véi ADA va (céc) thanh vién khéc ctiia Tap Doan ADA va bét ky bén nao khéc do ADA chi
dinh sé dién ra théng qua cac phuong tién an toan (vi du: str dung S/MIME , HTTPS hodc SFTP
hodc twong duwong).

The Supplier shall store all ADA Data and Confidential Information as part of its designated backup
and recovery processes in encrypted form, using a commercially supported encryption solution.
Nha Cung Cép sé luu trip tat cd D Liéu ADA va Théng Tin Bi Mat nhw mét phan cua quy trinh sao
Ieru va phuc héi duoc chi dinh & dang ma héa, str dung gidi phap ma héa duoc hé tro thuong mai.

Implementation Agreement

Théa Thuan Thuwc Hién

11.

The Supplier shall ensure that all devices, applications and database under the scope of this
Agreement have been security hardened in accordance with the respective minimum baseline
security standards (“MBSS”) provided or to be provided by ADA and other relevant member(s) of the
ADA Group. Where such hardening commands are not obvious, the Supplier shall provide written
methods and procedures on how to validate the compliance to the standard.



12.

13.

14.

Nha Cung Cép phai dém bao rang tat ca céc thiét bi, (rng dung va co sé& dif liéu trong pham vi ctua
Thdéa Thuén nay déu duoc tdng cuong bdo mét theo céc tiéu chudn bdo méat co ban tbi thiéu tvong
tng (“TCBMTT’) do ADA va (céc) thanh vién cé lién quan khéc cta Tap Poan ADA cung cép. Trong
trirong hop cac yéu céu tang cwong dé khéng ré rang, Nha Cung Cép sé cung cép cac phuong phép
va quy trinh bang van ban vé cach xac nhan viéc tuan thu véi tiéu chuén.

If either the Supplier or ADA:
Néu Nha Cung Cép hodc ADA:
(a) discovers any Malware or unauthorised code; or
phét hién bat ky Phan Mém Pdc Hai hodc ma trai phép nao; hodc
(b) identifies any unauthorised code that has been invoked or activated,
xéc dinh bat ky ma trai phép nao da duoc goi hodc kich hoat,

in any ADA Systems, where the Malware or unauthorised code was introduced by any Personnel of
the Supplier (“At-Risk Software”), that Party will immediately notify the other Party and provide all
information reasonably requested by the other Party in relation to the At-Risk Software (including, its
functionality, origin and criticality).

trong bat ky Hé Théng ADA nao, trong d6 Phédn Mém Déc Hai hodc ma trai phép duroc bat ky Nhan
Sw néo cua Nha Cung Cép (“Phan Mém Cé Rui Ro”) gidi thigu, Bén do sé thong béo ngay cho Bén
kla va cung cép tat ca thong t/n hop ly ma Bén kia yéu céu lién quan dén Phan Mém C6 Rui Ro (bao
gbm ca chirc ndng, ngudn géc va mirc d6 nghiém trong cia no).

The Supplier shall:

Nha Cung Cép sé:

(a) at the Supplier’s cost, promptly take all steps necessary to eliminate, quarantine or minimise
the risk in relation to the At-Risk Software and prevent its introduction or re-introduction to
any ADA Systems;

bang chi phi ctia Nha Cung Cép, nhanh chéng thurc hién tat ca cac buéc can thiét dé loai bo,
céch ly hodc gidm thiéu rdi ro lién quan dén Phan Mém Cé Rui Ro va ngén chén viéc gioi
thiéu hodc gidi thiéu lai phadn mém nay vao bat ky Hé Théng ADA nao;

(b) provide all reasonable assistance to ADA and other relevant member(s) of the ADA Group
to minimise the effects of, or risks posed by, the At-Risk Software.

cung cép moi hé tro hop ly cho ADA va (céc) thanh vién cé lién quan khac cua Tap Poan
ADA dé giam thiéu téc déng hoéc rdi ro do Phédn Mém Cé RUi Ro gay ra.

If the presence of the At-Risk Software results:

Néu s hién dién cda Phan mém co rdi ro dan dén:

(a) in a loss of data (including ADA Data); or
mét di liéu (bao gém ca Di¥ Liéu ADA); hodc

(b) has a negative impact on the operation of the affected ADA Systems,
c6 tac dong tiéu cuc dén hoat déng ctia Hé Théng ADA bj énh huwéng,

and the Supplier knowingly or unknowingly caused such At-Risk Software to be introduced into the
relevant system, then the Supplier shall at the Supplier’s cost:

va Nha Cung Cép cb y hodc vé tinh khién Phan Mém Cé Rui Ro dé duoc dwa vao hé théng lién quan
thi Nha Cung Cép sé phai, bdng chi phi ctia Nha Cung Cép:

(i) mitigate the loss of data;

giam thiéu viéc mét dir liéu;
(ii) promptly restore the data (so far as the same is capable of restoration); and

kip thoi khoi phuc di¥ liéu (trong chirng muee div liéu d6 c6 kha nang khéi phuc); va
(iii) ensure the operation of the affected system is promptly remedied.

dam bédo hoat dong ctia hé théng bi dnh huéng duoc khac phuc kip thoi.



15.

The notification pursuant to Paragraph 12 of this Schedule 1 shall be sent to:
Théng bao theo Doan 12 cua Phu Binh 1 nay sé dwoc g toi:

ADA

Name/Tén: Data Protection Officer

Email: dpo@adaglobal.com

Supplier/ Nha Cung Cép: as provided in the PO/nhw duoc quy dinh tai Pon Hang

or such other person as most recently notified to the Supplier or ADA (as the case may be) from time
to time.

hoédc nguoi khac duoc théng bao gan nhéat cho Nha Cung Cap hodc ADA (tuy tirng trurong hop) vao
tteng thoi diém.

Privacy Impact Assessment

DPanh Gia Tac Déng Pén Quyén Riéng Tw

16.

In the event that ADA and/or any other relevant member(s) of the ADA Group conducts any data
protection impact assessment, the Supplier shall provide reasonable assistance to ADA and/or other
relevant member(s) of the ADA Group (as the case may be). Such assistance may, at the discretion
of ADA and other relevant member(s) of the ADA Group, include:

Trong truromg hop ADA va/hodc bét ky thanh vién cé lién quan nao khéc cla Tap Poan ADA tién
hanh déanh gié tac déng bdo vé di liéu, Nha Cung Cép sé cung cép hé tro hop ly cho ADA va/hodc
(céc) thanh vién c6 lién quan khac ctia Tap Poan ADA ( tuy tirng triong hop). Sw hé tro dé cé thé,
theo quyét dinh ctia ADA va (céc) thanh vién c6 lién quan khéc ctia Tap Poan ADA, bao gém:
(a) a systematic description of the envisaged processing and Processing (respectively)
operations and the purpose of the processing and Processing;
mé ta c6 hé théng vé cac hoat dong xtr ly va Xt Ly duw kién (tuong (ng) ciing nhw muc dich
cla viéc xtr ly va Xt Ly do;
(b) an assessment of the necessity and proportionality of the processing and Processing
(respectively) operations in relation to the Services;
dénh gia sw can thiét va tinh cén xing cua viéc xt ly va cac hoat dong Xt Ly (twong tng)
lién quan dén Dich Vu;

(c) an assessment of the risks to the rights and freedoms of Data Subjects; and
déanh gia rdi ro déi véi quyén va quyén tw do ctia Chd Thé Di¥ Liéu; V=va

(d) the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of Personal Data.
céc bién phép dw kién dé gidi quyét rii ro, bao gébm céc bién phap bao vé, bién phap bao
mét va co ché dé dam bado bdo vé Di¥ Liéu Cé Nhan.

Data Migration

Di Chuyén D Liéu

17.

18.

The Supplier is responsible for all data migration activities (if any are agreed by the Parties)
associated with ADA Data and Confidential Information and shall ensure that no ADA Data or
Confidential Information is lost or corrupted as a result of any data migration.

Nha Cung Cép chiu tréch nhiém vé moi hoat dong di chuyén di liéu (néu cé, duoc cac Bén déng y)
lién quan dén D& Liéu ADA va Théng Tin Bi Mét va sé dam bao réng khéng c¢6 Dir Liéu ADA hoac
Théng Tin Bi Mt nao bj mat hodc bj hdng do bét ky qua trinh di chuyén di liéu nao.

Without limiting Paragraph 17 of this Schedule 1, the Supplier shall:

Khéng gi6i han Poan 17 ctia Phu Dinh 1 nay, Nha Cung Cép sé:

(a) retain secured back-up copies of all ADA Data and Confidential Information being migrated
until the successful completion of the process; and
gitF lai cac ban sao dw phong bdo mét cua tat cé Di Liéu ADA va Théng Tin Bi Mat dang
duoc di chuyén cho dén khi qué trinh hoan tat thanh céng; va



19.

20.

21.

(b) ensure that in the event of any data migration failure or problem, ADA and other members of
ADA Group are able to utilise the ADA Data and Confidential Information within the ADA
Systems to store, process and Process the ADA Data and Confidential Information so that
ADA'’s and other members of ADA Group’s business operations are not affected.

dam béo réng trong truong hop cé bét ky suw ¢ hodc 16i di chuyén di liéu nao, ADA va céc
thanh vién khéc cta Tap Doan ADA c¢6 thé sir dung D Liéu ADA va Théng Tin Bi M4t trong
Hé Théng ADA dé lwu triv, xwr ly va Xtr Ly D Liéu ADA va Théng Tin Bi Mét sao cho hoat
doéng kinh doanh cta ADA va cac thanh vién khac cta Tap Doan ADA khéng bj énh hudng.

In the event of any breach by the Supplier of Paragraph 17, 18, 19, 20 or 21 of this Schedule 1 which
adversely impacts on ADA’s or other members of the ADA Group’s business operations in any way,
and without limiting any of ADA’s rights and remedies under this Agreement or applicable law, the
Supplier shall, at no additional cost to ADA, immediately work with ADA and other members of the
ADA Group to identify any possible workarounds to the cause of the adverse impact, and provide
resources (where necessary) to implement workarounds approved by ADA and other members of
the ADA Group in writing.

Trong trrong hop Nha Cung Cép vi pham Poan 17, 18, 19, 20 hodc 21 cta Phu Pinh 1 nay va gay
anh huéng xéu dén hoat dong kinh doanh ctia ADA hodc céc thanh vién khac ctia Tap Poan ADA
dudi bét ky hinh thirc nao va khéng gi¢i han bét ky quyén va bién phép khac phuc nao cua ADA theo
Théa Thudn nay hodc luét hién hanh, Nha Cung Cép sé, khéng tinh thém chi phi nao cho ADA, ngay
lap tirc lam viéc véi ADA va céac thanh vién khéc cta Tap Boan ADA dé xac dinh moi gidi phép cé
thé giai quyét duoc nguyén nhan géy ra tac dong bét loi va cung cép ngudn luc (néu cén) dé thuc
hién céc bién phép gidi quyét da dwoc phé duyét béi ADA va céc thanh vién khéc ctuia T4p Doan
ADA béng vén ban.

The Supplier shall, upon the written request of ADA, provide ADA with a copy of ADA Data in a
structured, commonly used, and machine-readable format.

Khi cé yéu céu bang van ban tir ADA, Nha Cung Cép phéi cung cdp cho ADA mét ban sao cia Dir
Liéu ADA & dinh dang cé céu truc, phé bién va cé thé doc duroc bang may.

The Supplier shall ensure that the export, transmission, or transfer of ADA Data is carried out
securely, in accordance with Applicable Laws and any written instructions of ADA.

Nha Cung Cép phéi dédm bao rang viéc xuét khéu, truyén tai hodc chuyén giao Di¥ Liéu ADA duwoc
thuc hién mét cach an toan, tuan tha cac Luat Ap Dung va moi huéng dan bang van ban cta ADA.

Software Development

Phat Trién Phan Mém

22.

The Supplier shall:
Nha Cung Cép sé:

(a) apply a secure Software Development Lifecycle (SDLC) methodology within its product
development process that includes design reviews, source code audit on the developed
material, and penetration tests on a regular basis;

ap dung phwong phép Vong Boi Phét Trién Phan Mém (SDLC) an toan trong quy trinh phét
trién sén phdm ctia minh, bao gém dénh gia thiét ké, kiém tra ma nguén trén tai liéu da phéat
trién va kiém tra thadm nhap mét cach thuong xuyén;

(b) enable ADA and other relevant member(s) of the ADA Group to audit the SDLC and patch
level on a regular basis or, with prior written agreement of ADA and other relevant member(s)
of the ADA Group, provide vulnerability assessment reports issued by reputable international
agencies to ADA and other relevant member(s) of the ADA Group to prove that the Supplier's
security controls are effective;

cho phép ADA va (céc) thanh vién cé lién quan khac cta Tap Doan ADA kiém tra SDLC va
cép dé ban vé mot céch thuong xuyén hodc, véi s dong y trirde bang van ban clia ADA va
(céc) thanh vién c6 lién quan khéac cla Tap Poan ADA, cung cép danh gié 16 héng céc bao
cdo do céc co quan qudc té cé uy tin dua ra cho ADA va (céc) thanh vién c6 lién quan khéc
clia Tap Poan ADA dé ching minh réng céc bién phép kiém soét an ninh ciia Nha Cung Cép
co6 hiéu qua;

(c) maintain and support the software (including updates, upgrades of the software and third-
party software) that it uses or provides to ADA or other members of ADA Group in connection



with the Services such that, and to provide verifiable assurance that, the software is, and
remains, secure from known vulnerabilities. This includes, but is not limited to, the following
measures:

duy tri va hé tror phdn mém (bao gébm céac bén cap nhét, ndng cdp phan mém va phdn mém
clia bén thir ba) ma né st dung hodc cung cép cho ADA hodc cac thanh vién khéc ctua Tap
Poan ADA lién quan dén Dich Vu va dé cung cép sw ddm bao cé thé kiém ching rang, phan
mém vén duwoc bdo méat khéi céc 16 hbng da biét. Piéu nay bao gém nhung khéng gi6i han
cac bién phap sau:

(i) providing up-to-date updates and upgrades; and
cung cép cac ban cap nhét va néng cap cép nhét; va

(ii) regularly and in a timely manner test and install all available security patches for the
operating system, libraries, middleware components, and installed applications.

kiém tra va cai dat thuong xuyén va kip thoi tat cé cac ban va bdo mat cé sén cho
hé diéu hanh, thw vién, thanh phan phdn mém trung gian va (g dung da cai dat.

(d) ensure that the verifiable assurance provided under Paragraph 22(c) of this Schedule 1
should include the attestations from security audits and certifications like SOC-2 and 3,
SSAE-18 and ISO27001.

dam bao rang sw ddm bao cé thé kiém ching duoc cung cép theo Poan 22(c) ctia Phu Binh
1 nay phéi bao gém céc chirng thuc tir céc cude kiém tra va ching nhén an ninh nhuw SOC-
2va 3, SSAE-18 va ISO27001.

Vulnerability Management/Security Incident

Quaén Ly L6 Héng/Sw C6 Bao Mat

23.

The Supplier shall enable ADA or any third party authorised by ADA or other relevant member(s) of
the ADA Group (as the case may be) to conduct additional penetration testing on a periodic basis. In
the event any information security vulnerabilities are identified pursuant to the penetration testing
conducted, the Supplier shall remediate the vulnerabilities based on the service levels requirements
for final remediation as per the Security Vulnerability Remediation Service Level Agreement
(“Security Vulnerability Remediation SLA”) below:

Nha Cung Cép sé gitup ADA hodc bét ky bén thir ba nao duoc ADA Gy quyén hodc (cac) thanh vién
cé lién quan khac cua Tap Poan ADA (tuy ting trong hop) tién hanh thir nghiém thadm nhép bé
sung trén co s& dinh ky. Trong truong hop bét ky 16 héng bdo mét théng tin nao duoc xéc dinh theo
thir nghiém thdm nhép duoc tién hanh, Nha Cung Cép sé khéc phuc céc 16 héng duwa trén céc yéu
céu cép do dich vu dé khdc phuc cubi cung theo Thda Thuén Cép D6 Dich Vu Khac Phuc L6 Héng
Bdo Mat (“TTCDDV Khdc Phuc L6 Héng Bao Mat”) bén dudi:

Security Vulnerability Remediation SLA
TTCDDV Khic Phuc L6 Héng Bao Mét

Vulnerability | Internal nodes & services Public Internet facing nodes & services
iRy Céc nuit va dich vu ndi bé Céc nit va dich vu truc tiép két néi véi
Danh  Muc Internet cong cong

L6 Héng

CVSS* 9-10 | ¢ Implement effective Containment Measures (as defined below) within 72

s hours
(Critical)
Thuc hién cac Bién Phap Ngéan Chén hiéu qua (nhw duoc dinh nghia dwdi

(Nguy Hiém) day) trong vong 72 gicr
e Implement permanent solution within 4 weeks
Trién khai gidi phap léu dai trong vong 4 tuén
CVSS 7-8 e Remediate vulnerability | ¢ Implement effective = Containment
Hiah within 3 months after public Measures within 2 weeks
(High) disclosure of the vulnerability i s . . .
(Cao) or notification by ADA TQUJC h/(;an cac B!en Pha,? Ngdn Chén
(whichever is earlier) higu qua trong vong 2 tuan




Khdc phuc 16 héng trong | ¢ Remediate the vulnerability within 6

vong 3 thang sau khi ADA weeks after public disclosure of the
cong bo théng tin vé 10 hdng same or notification by ADA (whichever
hoéc théng bao (tuy diéu kién is earlier)

nao dén truoc) Khéc phuc 16 héng bdo mét trong vong

6 tuan sau khi cong bé théng tin vé 16
héng hodc théng béo cua ADA (tay
diéu kién nao dén truoc)

CVSS <7 e Remediate vulnerability within 4 months after disclosing or discovering of
(Medium & tha’t vulnera~b|I|t}/ by ADA or any industry community or glol?al research(‘ars
Low) Khac phuc 16 hdng trong vong 4 thang sau khi ADA hodc béat ky cdng dong

. nganh hodc nha nghién ctru toan cau nao tiét 16 hodc phét hién ra 16 héng
(Trung Binh dé

& Thép)

*as defined below.
*nhw dworc dinh nghia dwdi day

Vulnerabilities found through vulnerability assessment scans must be remediated following the
Security Vulnerability Remediation SLA provided above based on their respective vulnerability score.

Céc 16 héng duoc tim théy théng qua qua trinh quét danh g/a 16 héng bdo mat phai duoc khéc phuc
theo TTCDDV Khéc Phuc L6 Héng Bdo Méat duoc cung cép & trén dwa trén diém 16 héng tuong ting
cla chung.

Applicability of the above-mentioned Security Vulnerability Remediation SLA:
Khé néng &p dung TTCDDV Khéc Phuc L6 Héng Bdo Mat néu trén:

The above Security Vulnerability Remediation SLA will be applied for any systems or software
delivered and/or maintained by the Supplier to ADA and/or any members of ADA Group
(“Customer”). Any changes to the said Security Vulnerability Remediation SLA shall be mutually
agreed by the Supplier and Customer.

TTCDDV Khéc Phuc L6 Héng Bdo Mat & trén sé duwoc 4p dung cho moi hé théng hodc phédn mém
duoc Nha Cung Cap phan phdi va’hodc duy tri cho ADA véa/hodc bét ky thanh vién nao cia Tap
Poan ADA (“Khdch Hang”). Moi thay déi d6i TTCDDV Khéc Phuc L6 Hong Bdo Mat néi trén sé phai
duwoc Nha Cung Cép va Khach Hang déng y.

Definition:

Dinh Nghia:

“Containment Measures” are compensating controls or adjustments in processes, configuration or
changing one or more parameters, recommended by ADA and/or the relevant Customer or reputed
industry researchers to reduce the severity and associated risks to an acceptable level. However,
permanent solution shall be considered after implementing and testing of relevant patches and/or
fixes recommended by ADA and/or the relevant Customer or industry researchers or experts.

“Céc Bién Phap Ngdn Chdn” |a céc bién phép kiém soét hodc diéu chinh bu dap trong quy trinh,
céu hinh hodc thay déi mét hodc nhiéu théng sé, duoc ADA va/hodc Khach Hang cé lién quan hodc
cac nha nghién ctru cé uy tin trong nganh khuyén nghi nhdm gidm mdrc do nghiém trong va rii ro
lién quan xubéng murc c6 thé chap nhén duoc. Tuy nhién, gidi phép lau dai sé duoc xem xét sau khi
trién khai va thir nghiém céac ban va va/hodc ban stra 16i cé lién quan dwoc ADA va/hodc Khach Hang
lién quan hodc nha nghién ctru hodc chuyén gia trong nganh khuyén nghi.

Common Vulnerability Scoring System (“CVSS”) is an open framework for communicating the
characteristics and severity of software vulnerabilities. CVSS consists of three metric groups: Base,
Temporal, and Environmental. ADA’s current severity classifications are 0.1-3.9 = Low, 4.0-6.9 = Medium,
7.0-8.9 = High and 9.0 - 10.0 = Critical.’

Hé théng chdm diém 16 héng bédo mét phé bién (“CVSS’) la mot khuén khé mé dé truyén dat céc déc diém
va murc d6 nghiém trong ctia cac 16 héng phdn mém. CVSS bao gém ba nhém sé liéu: Co sé, Tam Thoi va
Moéi Trwong. Phén loai mire do nghiém trong hién tai cta ADA la 0,1-3,9 = Thép, 4,0-6,9 = Trung binh, 7,0-
8,9 = Cao va 9,0 - 10,0 = Nguy hiém.

' Use reference from FIRST: https.//www.first.org/cvss/v3.1/specification-document



The service level requirements for information security incidents identified by penetration testing and other
assessments/tests will be as follows:

Céc yéu cau vé cap do dich vu dbi voi cac sw ¢b an toan théng tin durgc xac dinh bang thir nghiém tham nhép
va cac danh gia/kiém tra khac sé nhw sau:

*External *Internal *External/ Internal
Bén ngoai No6i bo Bén ngoai/ Noi bo
Information
Secur_lty Incident P1 P2 P1 P2 P3 P3
Severity
Mirc dé nghiém
trong cuda sw cé bao
méat théng tin
Containment (from | 4 hours 48 hours 4 hours 48 hours 21 days 21 days
first notification or 5 iy L x . .
remediation by ADA 4 tiéng 48 tiéng 4 tiéng 48 tiéng 21 ngay 21 ngay
or the Supplier,
whichever is
earliest)
Ngédn chdn (ké tw
théng bdo dau tién
hoac bién phap
khdc phuc cia ADA
hoac Nha Cung
Cap, tuy theo thoi
diém nao sém nhat)
Complete 48 hours if | 15 days if | 48 hours if | 15 days if | 30 days if | 30 days if
remediation time | no software | no software | no software | no software | no software | no software
(from first | patch is | patch is | patch is | patch is | patch is | patch is
notification or | required or | required or | required or | required or | required or | required or
remediation by ADA | with with with with hardware with
or the Supplier, | hardware hardware hardware hardware with hardware
whichever is | component | component | component | component | component | component
earliest) replacemen | replaceme | replacemen | replacemen | replacemen | replacemen
Thoi gian hoan t nt t t 30 ngay t
thanh khac phuc (ké | 48 gio néu | 15  ngay | 48 gio néu | 15ngaynéu | néu khéng | 30  ngay
tor khi c6 théng bao | khong cén | néu khéng | khéng cén | khéng cén | cén ban va | néu khéng
dau tién hodc thoi | ban v4 | cén bén va | ban v4 | banvaphén | phdn mém | cén ban vé
diém khac phuc cta | phdn mém | phdn mém | phdn mém | mém hodc | hodc thay | phdn mém
ADA hodc Nha | hodc thay | hodc thay | hodc thay | thay thé linh | thé linh kién | hodc thay
Cung Cép, tuy thoi | thé linh kién | thé linh kién | thé linh kién | kién  phén | phén ctng | thé linh kién
diém nao dén sém | phan cting | phédn cling | phédn ciing | cting phén cung
nhat) 15 days if a | 60 days ifa | 15 days if a | 60 days if a | 120 days a | 120 days a
Software software software software software software
patch is | patch is | patch is | patch is | patch is | patch is
necessary | necessary | necessary | necessary necessary necessary
15 ngay | 60 ngay | 15 ngay | 60ngaynéu | 120 ngay | 120  ngay
néu cén c¢6 | néu cén c6 | néu cén cé | can c6 ban | néu cén cé | néu cén cé
ban va | ban va | ban va | va phén | ban va | ban va
phédn mém | phdn mém | phan mém | mém phédn mém | phdn mém

* Priority and External / Internal scope is defined below

*Mcrc dé wu tién va pham vi Bén ngoai/NGi b duwoc xac dinh bén dudi

TABLE 1: SECURITY INCIDENT REMEDIATION SCHEDULE

Bang 1: Lich trinh kh&c phuc sw c¢é bdo mét




Containment is achieved when the vulnerability is arrested from progressing further. This needs to
be done with minimal or no impact on other services.

Viéc ngén chan dat duoc khi 16 héng bi chén lai va khéng tién trién thém nira. Viéc nay can duoc
thue hién véi mire d6 dnh huwéng téi thiéu hodc khéng dnh huwéng dén céac dich vu khéc.

Complete Remediation (No Software Patch) — is the activity of permanently fixing the vulnerability
through non-software related updates (eg: configuration changes, or changes made to other systems)

Khéc phuc hoan toan (Khéng c6 bén vé phan mém) — la hoat dong khéc phuc vinh vién 16 héng théng
qua céc ban cap nhéat khong lién quan dén phan mém (vi du: thay déi céu hinh ho&c thay déi duoc
thurc hién déi véi cac hé théng khéac)

Complete Remediation (Software Patch) — is the activity of permanently fixing the vulnerability
through a software update or upgrade.

Khéc phuc hoan toan (Ban va phan mém) — 1a hoat déng khdc phuc vinh vién 16 héng thng qua cép
nhat hoac nang cap phan mém.

*“External” refers to computing systems and applications which are on the internet or outside the
protected network of the relevant Customer. “Internal” covers similar assets inside the relevant
Customer’s protected network.

“Bén ngoai” dung dé chi cac hé théng va (ng dung may tinh trén internet hoac bén ngoai mang
dwoc bao vé cua Khach Hang lién quan. “Néi bg” bao gom cac tai san twong tw bén trong mang
duwoc bao vé clia Khach Hang lién quan.

Priority Impact Description

Uu Tién M6 Ta Tac béng

P1 A fault or vulnerability with a severe effect on the relevant
. Customer’s business operations or end- user services, including but

(Severity -

Critical/Emergenc
y)

(Mirc dé nghiém
trong - Quan
trong/Khan cép)

not limited to capacity or traffic, billing and maintenance capabilities
which have the effect of reducing such capabilities by more than
25%.

L6i hodc 16 héng bdo mét c6 dnh hudng nghiém trong dén hoat dong
kinh doanh hodc dich vu nguoi dung cubi cia Khach Hang cé lién
quan, bao gém nhung khéng giéi han & néng luc hodc luu lvong
truy cép, kha nang thanh toan va bao tri cé tac déng lam giam hon
25% cac kha néng do.

Scenario Examples:
Vi du tinh huéng:
e Total revenue loss
Téng thiét hai vé doanh thu
o Total system outage
Toan bo hé théng ngirng hoat déng

e Partial outage affecting a minimum of 25% of the network active
subscribers

Mét dién mét phén énh hwéng dén toi thiéu 25% sé thué bao
dang hoat dong trén mang

e Aggregated traffic capacity reduction minimum by 25%
Giadm téng céng suét giao théng téi thiéu 25%

e Loss of management capability by more of the 25% of the total
network elements

Mat kha ndng quén ly hon 25% téng sé thanh phén mang



P2
(Severity —Major)

(Mirc dé nghiém
trong — Chinh)

P3
(Severity — Minor)

(Mirc dé nghiém
trong — Thap)

Severe problem, vulnerability or disturbance affecting a specific area
of functionality, but not the whole system, or serious disturbances
with an impact on end- user services.

Sw ¢ nghiém trong, 16 hdng hogc nhiéu loan dnh hudng dén mét
khu vire chike nang cu thé nhung khong anh huwdéng dén toan bo hé
thong hodc nhiéu loan nghiém trong anh hudng dén dich vu cua
nguwoi dang cuoi.
Scenario Examples:
Vi du tinh huéng:
e Errors in procedures where service risks are involved

Sai sét trong quy trinh c6 lién quan dén rdi ro dich vu

e Failures in the ability to add, delete or reconfigure any network
element

L6i vé khd ndng thém, xéa hodc cau hinh lai bat ky thanh phén
mang nao

e A disturbance degrading performance of the system and/or
parts of the system with minor impact to the system

Sw xao trén lam gidm hiéu suét cda hé théng va/hodc cac bo
phén cta hé thong vdi tac déng nhé dén hé théng

o Total outage of a non-major network element

Sw ¢b ngtrng hoat déng clia mét thanh phan mang khéng quan
trong

e Failures with tools and supporting systems that have no impact
on network monitoring and network performance

L6i voi cac cong cu va hé thong hé tro khéng énh hudng dén
viéc giam sat mang va hiéu suat mang

¢ Reduction in traffic measurement function
Giam chirc ndng do lwu legng
¢ Root Cause Analysis (“RCA”) report delivery

Gui bdo céo Phéan tich nguyén nhén géc ré (“RCA”)

General consultation and minor problems that have a minor effect
on the functionality of the product. Minor events are problems that
are not viewed as critical or major. Minor events neither significantly
impair the functioning of the system nor significantly affect service
to end-users. These events are tolerable during system use. A minor
event on the device may have impact on one or limited number of
users.

Tw véan chung va céc van dé nhd c6 anh hudng nhé dén chirc ndng
clia sdn phdm. Céc sw kién nhd Ia nhiing van dé khéng duoc coi la
quan trong hodc nghiém trong. Cac sw kién nhd khéng lam suy giam
déng ké chirc ndng cta hé théng ciing nhuw khéng dnh huwéng déng
ké dén dich vu cho nguoi dung cudi. Nhiing sw kién nay cé thé chép
nhan duoc trong qué trinh st dung hé théng. Mot sw kién nhé trén
thiét bi c6 thé anh hudng dén mot hodc mét sé luong ngudi dung
han ché.

TABLE 2: INCIDENT PRIORITY CLASSIFICATION

Bang 2: Phéan loai murc dé wu tién sw cb



Governance
Quan Tri

24, The Supplier shall advise ADA of other practices, procedures and safeguards with respect to data
(including ADA Data) when the Supplier becomes aware of any improved practices, procedures and
safeguards in accordance with Best Industry Practices.

Nha Cung Cép sé tw van cho ADA vé céc bién phép, quy trinh va bién phap bado vé khac lién quan
dén dir liéu (bao gébm ca D Liéu ADA) khi Nha Cung Cap nhén thay bat ky bién phap, tha tuc va
bién phap bdo vé nao duoc cai tién phu hop véi Théng Lé Nganh Tét Nhét.

Network Security
An ninh mang

25. The Supplier shall at all times maintain network security that conforms to Best Industry Practice. At
a minimum, network protection shall include:

Nha Cung Cép phai luén duy tri an ninh mang pht hop véi Théng Lé Nganh Tét Nhét. O mirc tbi
thiéu, viéc bao vé mang phai bao gém:

(a) network firewall provisioning;
cung cép twong Itra mang;
(b) strong user authentication;
xac thwe ngwoi dung manh;
(c) encrypted transmissions and storage;
truyén va lwu triv duoc ma hoa;
(d) anti-malware programs;
cac chuong trinh chéng phédn mém déc hai;
(e) intrusion detection;
phat hién xam nhap;
(f) controlled access to the physical location of computer hardware; and
quyén truy cap duoc kiém soét vao vij tri vat ly cdia phan cing may tinh; va
(9) regular (two or more each calendar year) third party vulnerability assessments.

déanh gié 16 héng béo mét ctia bén thir ba thuong xuyén (hai hodc nhiéu hon mbi ndm duong
lich).

[END]
[HET]



